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About This Manual

These manuals will explains how to use SMARTGUARD CS software. The software is used in a
compatible IBM PC to monitor and control the CASTLE controller.

Audience

We assume that you are familiar with CASTLE controller as well as your PC's hardware. It
does not mean that you have full knowledge of the functions of CASTLE system, however you
should have CASTLE controller User/Technical Manual when you use this manual.

How to Use This Manual

The following paragraphs tell you where to find the information when you need it. It is
important that you read this section in order to use this manual to its full potential.

CHAPTER 1 — SMARTGUARD CS OVERVIEW
SMARTGUARD CS software overview and introduction.

CHAPTER 2 - INSTALLING SMARTGUARD CS

This section describes the hardware and software that you need to install
SMARTGUARD CS and how to install it.

CHAPTER 3 - BASICS FOR USING SMARTGUARD CS
For beginner you should read through this section before continuing.

CHAPTER 4 - STARTING SMARTGUARD CS
This section describes how to execute and exit SMARTGUARD CS application.

CHAPTER 5 - SYSTEM CONFIGURATION PROCEDURE
Basic steps on how to configure the SMARTGUARD CS Software.

CHAPTER 6 — SMARTGUARD CS SERVER MENU FUNCTIONS
Complete menu of SMARTGUARD CS Server Application

CHAPTER 7 — SMARTGUARD CS CLIENT MENU FUNCTIONS
Complete menu of SMARTGUARD CS Client Application
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CHAPTER 1

1. SMARTGUARD CS OVERVIEW

1.1 Introduction

The SMARTGUARD CS software is used to control Cass Tech (M) Sdn. Bhd. SMARTGUARD Door Access
System. It is a powerful card access management software system with multi-user and multi-terminal
networking capabilities. Software user can perform the entire normal task on a remote PC just likes on the
same PC. Therefore, software user can remotely monitor, change and even generate reports without having
to go to the PC where the controllers are attached. In addition, it allows up to 3-software users to access
the system at the same time.

The SMARTGUARD CS software can be interfaced up to a maximum of 32 CASTLE controllers. Each CASTLE
controller can support up to a maximum of 8 doors (depend on the model). This means that the
SMARTGUARD CS software can monitor and control up to a maximum of 256 doors.

This software is designed to help user to manage their Door Access System. It is a menu driven and
graphical software where any ordinary PC user's can use it with minimum supervision. The controlling of
SMARTGUARD CS system can also be done on the controller itself, but this software allows you to perform a
wide range of supervisory/control function centrally from more than one computer, hence simplifying the jobs
of the system administration.

Cass Technology Sdn Bhd 6
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1.2 Features

SMARTGUARD CS software was designed for ease of use by all levels of user. This software has a host of
features, which has not been found in most other expensive systems. The following is some of the features
found in SMARTGUARD CS system.

Controls up to 16 or 32 controllers

Supports CASTLE-S/ K/ N/ 12S and 16S(Commando) Controllers
Controls up to 128 or 256 doors

SmartGuard CS runs on Windows 95/NT/2000 Professionals
Easy to setup

Online Printing and alarm beeping

No PC Printer Port Software Key Required

Easy to use

Dynamic Floor Plan Display

Built-In Time Attendance Listing Generation->Cost Effective
Act as access system transaction server for 3" party integration
Menu Command Accessibility Control

System Personalization

Industrial Database Format makes it easy to integrate

Can manage CASTLE Door Access Controllers, CASTLE Car Park Controllers and CASTLE Lift Access
Controllers in single software.

Multi-user, multi-terminal architecture

Runs on Windows Winsock TCP/IP networks

Bundled with Database Server Software

Bundled with Communication Server Software

Bundled with Client Access Software

3 Concurrent Client Access License

Bundled with PCI-CS RS232-RS485 Communication Interface
User definable operation time set and time zone.

Automatic transaction data logging.

98 sets of user programmable access level and 2 pre-defined access.
Configurable menus access level.

Different type of alarms beeping sound.

Unlimited cardholder records (limited to hard disk spaces).

Pick and choose reference field features.

Multi search key order function.

Remote security ON/OFF the door.

Time attendant reporting.
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CHAPTER 2
2. INSTALLING SMARTGUARD CS

This section describes the hardware and software that you require to install SMARTGUARD CS software, and
how to install it.

2.1 Hardware Requirement
The following hardware specification is required to operate the SMARTGUARD CS software.

For the Server PC

Standard Pentium 111 450MHz PC with 128 MB RAM (depend on the size of the organization).
e 20 MB free hard disk space for program files

e One free serial Comm port to link up to the controllers

e One piece of network card that links it to other client PC’s.

For the Client PC's
e Standard Pentium 111 450MHz PC with 128 MB RAM (depend on the size of the organization).
e 10MB free hard disk space for program files
e One piece of network card that links it to the server PC.

2.2 Software Requirement

The SMARTGUARD CS software is written to execute under MS-Win95/NT operating system, in order to install
the SMARTGUARD CS software, the user is required to prepare a PC with MS-Window environment before the
SMARTGUARD CS installation take place.
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2.3 Installing SMARTGUARD CS

An installation diskette of SMARTGUARD CS Software is given when you purchase the software.
SMARTGUARD CS software consists of 6 diskettes. To start the software installation, please perform the

following procedures.

Turn on the computer.

Startup the MS-Win95/ 98/ ME/ NT/ 2000 operating system.

Insert the SMARTGUARD CS installation disk 1 into the floppy drive on your PC.
Choose RUN command from the operating system startup menu.

Key in the A:\\SETUP.EXE and press ENTER.

The installation program will begin to install. The user-friendly installation program will guide the user
all the way through out the whole installation process.
Upon completed the software installation, the user can execute the SMARTGUARD CS runtime
module by selecting it from Start up menu under PROGRAMS menu item.

L JsmartGuard CS Client v 5.6.3.0 [Cass Technology] =15 x|

G System [ Data | Report ) Download 5 Tools i Help
CASTLE [ES NN = |
| (FA1Acknowledge Alam  (F9) Locate Card Holder  Fleload Caid Memory Tabls PCBeeper Cortrol | [Momal =

Latest &l Event List | Latest &lam Event List| Floor Plan | Door List | Contioller List| Command Feedback | Command Exception | Card User List |

Conbroller  Door Mame Bus Add Rdr Card Mo Card Name Transactions

Castle

127.001

SmartGuard CS Client

Total Security 5

v5.6.3.0 (28.04.2004) Built : 0404261515
Castle Card Access Systemn Management Software

All Rights Reserved (c) 2001 Cass Technology Sdn Bhd

Last Trans . Server 127.001 2004/06/0 14:11:03 Castle Alarm Acknowledged

online Photo | | Usea: [Castle]

Thu 10/06/2004 02:15:58 PM
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CHAPTER 3
3. BASIC FOR USING SMARTGUARD CS

This section provides some basic information that you will need to know in order to operate the
SMARTGUARD CS software. If this is the first time that you have used SMARTGUARD CS, you should read
through this section before continuing.

The section describes the following:
e The SMARTGUARD CS Server Screen Format

e The SMARTGUARD CS Client Screen Format
e Using keyboard to run SMARTGUARD CS

3.1 The SMARTGUARD CS Server Screen Formats

Figure 1 show the layout of SMARTGUARD CS Server screen format on PC monitor when the software is
executed.

Login into SmartGuard Client/ Server

The display screen consists of 3 main areas, namely, the Menu bar. It main function is to provide an interface
for the command option, where the user can execute.

The middle part of the screen is the on-line information data display area. It can be sub-divided into 6 areas,
which are Latest All Events List, Latest Alarm Event List, Door List, Controller List, Connection List and
command Feedback.

Lastly, the bottom portion of the screen is to reflect the status information, such as log in user information,
last happened events, current date/time, IP address, Bus link, available hard disk spaces and currently being
processed CASTLE controller.

3.2 The SMARTGUARD CS Client Screen Formats

Figure 2 shows the layout of SMARTGUARD CS Client screen format on PC monitor when the software is
executed.
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The display screen consists of 3 main areas, namely, the Menu bar. It main function is to provide an interface
for the command option, where the user can execute.

The middle part of the screen is the on-line information data display area. It can be sub-divided into 6 areas,
which are Latest All Events List, Latest Alarm Event List, Door List, Controller List, Floor Plan and Command
Feedback.

Lastly, the bottom portion of the screen is to reflect the status information, such as log in user information,
last happened events, current date/time, IP address, IP Address, available hard disk spaces and currently
being processed CASTLE controller.

3.3 Using Keyboard to Run SMARTGUARD CS

The SMARTGUARD CS software users can select any menu command on the menu bar with the keyboard.
Press ALT to select the menu bar. Press the letter that is underlined in the menu name that contains the
command you want. In the menu that appears, press the letter underlined in the command name that you
want.

For the on-line information data display area, press CTRL+TAB; repeat until the toolbar you want is selected.

M key Move up the submenu
U key Move down the submenu
ENTER key Execute the highlighted menu item
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Server Software
For alarm acknowledgement, during an alarm happened the user is required to using mouse to point to the
Acknowledge Alarm toolbar and silence off the beeping.

With using the mouse to point to the Online Card Holders Table, users able to view the online card database.

Client Software

Beside the standard key operation, SMARTGUARD CS software has included two special function keys. (F8 —
Alarm Acknowledgement and F9 — Locate Card Holder). The user can apply these function keys in case an
alarm occurs and to find a cardholder current location.

For alarm acknowledgement, during an alarm happened the user is required to press the F8 key to
acknowledge the alarm event and silence off the beeping.

For locating a cardholder location in the premises, he/she can select the F9 key to search for the cardholder
location. The SMARTGUARD CS software provides two types of method to locate the cardholder, which is by
“Card Number” and by “Cardholder name” order. The user can input search pattern by cardholder card
number or the cardholder name to perform the searching.

Cass Technology Sdn Bhd 12
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CHAPTER 4

4. STARTING SMARTGUARD CS

4.1 Running and Exiting SMARTGUARD CS

To run the SMARTGUARD CS software, you must first load up operating system, move your mouse pointer to
start up menu and select the SMARTGUARD CS menu item from the PROGRAM list.

Server Software

Login screen layout will be displayed. The user is required to input their respective user ID and user

password to grant access to the software.

SmartGuard - LOGIN |

System Uzer Record
Uszer ID

Fazswaord

=

Data Source Mame ISgcsS EYET

[

% Eu:unneu:tiu:unl

o

Ok,

x Cancel |

For first time running the system, user is required to input the system default setting by typing in Castle for

both user ID and password fields.

To exit SMARTGUARD CS Server software, the user can select “SHUT DOWN” command from the menu bar.

B Systern  <2v Tools 23 Logout

& shouty [ Exi
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Client Software
Upon finished the loading database, Login screen layout will be displayed. The user is required to input their

respective user ID and user password to grant access to the software.

SmartGuard - LOGIN |

System Uzer Becord

zer D Im

Pazzwiord I

Data Source Mame ISgcsEIient j

%Eunnectiunl o 0K X Cancel |

For first time running the system, user is required to input the system default setting by typing in Castle for
both user ID and password fields. The password is case-sensitive.

To exit SMARTGUARD CS Client software, the user can select “QUIT” command from the menu bar.

ﬂﬂ|ilrlgtem F Data 3 Bepot > Dgehload |2+ Tools o Help

Bl Device :F]|%/ﬂ'&'é$|¢$‘f

a2 Arccess Setting
x Software Setting

B £t e
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CHAPTER 5
5. SYSTEM CONFIGURATION PROCEDURE

This chapter outline the basic steps involved in configuring the SMARTGUARD CS Client
software.

5.1 Controller/Door Setting

User is required to configure the CASTLE controller setting according to the system
requirement. This setting includes,

Controller and door logical address. (Tag name)
Physical address of the controller.

Each door opens time.

Each door release time.

Each door closes time.

Emergency pin number.

Time zone.

5.2 Time Set, Time Zone, Holiday List, Door Accessibility and Floor Accessibility

The user is required to specify the timer sets, time zone sets and national holiday sets. This
process must be carried out before any user card configuration take place, because the
SMARTGUARD Pro software uses all these information to control the card user door
accessibility and floor accessibility in a premises. The SMARTGUARD Pro software will enable
the user to define maximum 98 sets of user configurable setting. Besides that, SMARTGUARD
Pro software also pre-assigned with two settings which are Free access to all doors and No
access to all doors access level and all floor access level.

5.3 Card Holder Configuration

The card holder information must be installed into the SMARTGUARD CS software database
before he/she can use the card to access the door. The assigned card information is required
to download to CASTLE controller. The user can configure each card user with different
access privilege by assigning various type of access level, where the user is required to define
it at the Door Accessibility Entry. Further more, the SMARTGURAD CS Client software can also
allow the user to assign the validity period of a card.

5.4 Down Loading

After performing all the above steps, the user is required to download the configured data to
CASTLE controller. Failure on downloading process will not guarantee the correctness and
accuracy of the SMARTGUARD door access operation. Beside that, the user is advised to print
out the configuration setting into hardcopy form or backup the setting data into backing
storage media, this is to provide a safe guard on the data entries. In the case of data
corruption happened at the SMARTGUARD PC, the user can always restore back the original
configuration setting. The downloading function must be executed with extra caution,
because the send data will overwritten CASTLE controller existing information, therefore the
user should print out all the new entered setting to verify before issued a download
command.
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5.5 How Door Access Work

Upon completing all above settings, we assume the user will use a card to grant an access to
a door. Does anyone know how CASTLE controller react upon received the card information?

Let us explain some of the basic condition checking takes place at CASTLE door controller.

First of all, CASTLE controller will verify the current state of the door, if the door is in security
off or lock release condition then no card verification will be needed because the door is
already opened. Else, CASTLE controller will verify the facility code that contained in the card
against the SMARTGUARD facility code setting. If a different code presented, the door entry
will be denied. This is because the swiped card is belonging to another installation.

Next, CASTLE controller will search from the card table for the existence of the swiped card, a
search not found result indicate an invalid entry. The basic requirement to grant a door
accesses only happen if the swiped card was presented in CASTLE controller card table.

The searched record will be used to further decide on the validity of the swiped card.
CASTLE controller will check the current door setting, if the setting is being assigned to
accept pin number, then a 4-digit pin is expected to be input. The inputted pin number will
be compared with SMARTGUARD CS card recorded pin number. A discrepancy on the pin
number will deny the entry.

If Card Lock Out setting is on. CASTLE controller will examine the swiped card lock out
status. A lock out swiped cardholder should not be allowed to access the door.

On the other hand when an Anti Pass Back mode is on. CASTLE controller will further
examine the swiped card anti pass back status to confirm the swiped has not entered to this
location before. A previously entered card is not allow to re-enter under anti pass back
setting unless the cardholder has swiped out from the entered door.

The expiry date of the card and door accessibility will be checked as well, CASTLE controller
will always make sure an old swiped card must be filtered out from accessing the door.

Lastly, CASTLE controller will reference the door accessibility setting of the swiped card to
confirm whether the card user is permitted to enter this door. If the checking is clear than the
user will be granted a door access.
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CHAPTER 6
6. SMARTGUARD CS SERVER MENU FUNCTION

The SMARTGUARD CS Server software has 6 distinct types of menu function that has been
grouped into the following categories:

Setting

Tools

Log out

About

Exit

On-Line Screen Display

I ’ SmantGuard CS Server v 3.6.1.1 [1 Controller Yersion] 2] %]
- BS System <or Took A% Logowt 42 About ‘g Enit

L o — e i — —
casTLE [N 2
F& - Acknowledge Alaim  Online Card Holder List Time Att. DB Status Trangaction Server Beeper Control : Mormal

[ - AWEvenist-|-Eatect Aem Event List}- Doortist | Sontillert ist|-Eonnestion List} Eommand Fesdback| - Eommand-Eaception | - — «+ — « - — - — 1 — s — i —

Latest st

Date T Computer IP Contraller  Door Mame Bus Add Rdr Card Mo Card Mame ranzactions

1
12
12
1

I Last Trans : 20030710 10:57:43 JEFF 127.001 Castle Lag In

[ User - [Castle] : 17 B ceo B rovovzoiiman |
dstart || 1) @ %3 5y || SyFsporing 5605 v3 | FISGES 3611 Userb | [ SmertGuard €5 5... @ SmaiGuardCs Client | urtited - Pain | |[EoRERE 1131 am

Online Transaction
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6.1 Setting Menu
Under the Setting Menu, the user can modify and update the SMARTGUARD CS Server
software setting.

Software Setting x|
PC Alarm Type 15 Minutes
Comrn Port Comm 2

Edit PC Setting x|

PC Alam Type || 15 Mins =l

‘ Mo Saund =)

The software setting are divided into 2 types,

e PC Alarm Type
o Normal, 15 Mins, 10 Seconds, No Sound.

e Comm Port
o This function will displayed the PC Comm Port which link up with CASTLE

Controller.

To edit the software setting, the user is required to press the “Modify” button. Edit PC setting
dialog screen will prompt out as previous page.
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6.2 7Tools Menu

Under this section, the SMARTGUARD CS software will provides some useful utilities. The
complete list of utilities include:

Purge Data (Transaction)
Transaction Log Viewer

Purge Data (Time Attendance)
Clear Daily Time Attendance File
View Daily Time Attendance File
Auto Rebuild Time Attendance
Backup And Restore

Restrict Connection

i '||L:n:|Is
Purge Data [Tranzactions]
Tranzaction Log iewer

Purge Data [Time Attendance]
Clear D aily Time Attendance File
YWiews Daily Time Attendance File
Auto Rebuild Time Attendance

% Backup &nd Restore

Restrict Cannection

6.2.1 Tools Menu: Purge Data (Transactions)

The SMARTGUARD CS Server software has incorporate a data logging function which will
save all events happen from the SMARTGUARD CS software and CASTLE controller to the
transaction file (daily basis, each day a log file will be created).

The SMARTGUARD CS software will continuously save the transaction events into the logging
file and the file will be kept in the hard disk as long as no data clearing operation is being
executed.

Therefore, from time to time the user is required to do the housekeeping jobs to clear the
transactions files. As a result, the user is required to execute this command for deleting the
unwanted file. Before carrying out this function, we always advise the user to back-up the
transaction into backing storage media.

Before perform this Purge operation, user must have to restrict the connection with all client
first. To doing this, user has to mark the Restrict Connection menu and terminate all the
connection with the client. If not, a message will be prompt out.

To operate this command, the user must select deletion filtering by selecting the starting date
and ending date at the “From” and “To” fields as the screen below. Upon, selected the
deletion filter, press “OK” button to start deletion and “Cancel” to abort the operation.

Eraze Tranzaction Fileg E3

Fraom . danuare 01,7993 j
To Fiday . Januay 29,1939 =]

o 0K X Cancel |

Select Transaction Date to Erase
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6.2.2 Tools Menu: Transaction Log Viewer

This function basically for viewing selected transaction with grid line for easier viewing.

SmartGuard C5 Server Remote ¥ 3.5 [32 Controller ¥ersion] - |ﬁ'|1|

Log File Yiewer =

_ [Select Transaction Log File [
I =14 | [Tr20010925.08F
L o Tr20011012.0BF
1 =g Tr20011015.0BF
[=r PROGRAM FILES T120011016.0BF
I (= CASS TECH | Tr20011017.DBF
I (= SMARTGUARD C5 SERVER Ane L

ISmartGuard Trang Files [Tr*.dbf] j

I Controller &ddr - Reader Mo - Cantraller M ame _ Door Mame _

Open thiz Transaction log file | j'LQIosel

I

| User : [Castle]

Mon 22/10/2007 12:45:45 P4 |

Log File Viewer

6.2.3 Tools Menu: Purge Data (Time Attendance)

User can use this function to erase certain date of the attendance that already rebuilt. Just
select from which date to which date to permanently erase the attendance.

Before user able to use this function, all client connection should be disconnect and restrict
the database connection.

Select attendance date to erase.
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6.2.4 Tools Menu: Clear Daily Time Attendance File

This function will allow user to clear all the daily Time Attendance transaction. Before carrying
out this function, we always advise the user to back-up the transaction into backing storage
media.

SmantGuard

Confirm clear time daily attendance file?

Qs |

Are sure clear the attendance?

Before perform this operation, user must have to restrict the connection with all client first.
To doing this, user have to mark the Restrict Connection and terminate with all the clients. If
not, a message will be prompt out.

6.2.5 Tools Menu: View Daily Time Attendance File
This function will allow user to view the daily time attendance for all the staff.

View Time Attendance

Time Ire

Rec. Time

Auth. Time

Time Out

Rec. Time

Auth, Time

Work Hour

Total Work Hour M

Taotal OT

j'L LCloze |

Daily Attendance Table
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6.2.6 Tools Menu: Auto Rebuild Time Attendance

This function will allow the user to rebuild a new access transaction from the daily access
transaction files.

Auta R ebuild x|

hih T
Rebuild 5cheduls IE 3, |4 3,

Auto-Rebuild Started
Waiting for nest Rebuild Time .

Set | X Claze |

Set the Auto Rebuild time.

Before perform this rebuild operation, user must have to restrict the connection with all
client. To doing this, user have to mark the Restrict Connection and terminate will all the
clients. If not, a message will be prompt out.

To operate this command, the user must set when the next rebuild should start under
‘Rebuild Schedule’, press “SET” button to confirm the time setting and “Close” to abort the
operation.
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6.2.7 Tools Menu: Restrict Connection

This function will restrict the connection between the Server and all Clients.
When user selects this option, there will be a mark show there.

=% Toolz

Purge Data [Tranzactions]
Tranzaction Log iewer

Purge Data [Time Attendance]
Clear Daily Time Attendance File
Wiew Daily Time Attendance File
Auto Rebuild Time Attendance

%1 Backup &nd Restore

Rezstnct Connechon

Tools Drop Down Menu

User have to select this option when he/she perform the operation below:

Purge Transaction

Rebuild Access Trans Record From Daily Access Trans Files
Clear Daily Time Attendance File

Reindex Data
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6.3 Log Out Menu

This function allows the current user to log out from the application without quitting the
system. By doing so the subsequent user can log in to the system with their user ID and
password.

Before, the user can log out from SMARTGUARD CS software, he/she must input the current
log on password. If the password entry is valid, the below screen appear or else the software
will notify the user with “Wrong password” message and resume the process with the current
log on user ID setting.

|*F'Iease enter your passwurd—‘

6.4 About Menu

This function will allow the user to view the current executed SMARTGUARD CS software
release version. This information is important for the user for future software upgrading.

About =
SmartGuard CS Server Remote (53859

Total Security Salution
v5.63.0 (28.04.2004) Built : 040428-1514

Castle Card Access Sy=temn Management Software

Al Rights Reserved [c] 2001 Casz Techhology Sdn Bhd

stle corm.my

About software version
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6.5 Exit Menu

This function will allow the user to shutdown the SMARTGUARD CS software and return to
the MS Window environment.

Close

Shut Down SmartGuard Server now'?

S |

A confirmation screen will be displayed to get the user decision on quitting the software, if
the users decide to quit, then he/she is required to key in the current log on password. If the
password entry is invalid, the software will notify the user with “Wrong password” message
and resume the process with the current log on user ID setting

Please enter your password
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6.6 On-line Display Screen

The SMARTGUARD CS Server software provides 5 different type of on-line screen, which the
user can choose, for display, and each display screen will show different type of operation
status.

Basically, there are 7 different types of on-line display screen,
e Latest All Event List

Latest Alarm Event List

Door list

Controller list

Connection List

Command Feedback

Command Exception

The default displayed screen will be “Latest All Event List”. The user can change to other on-
line display screen by clicking the tab menu bar.

SmantGuard CS Server v 3.6.1.1 [1 Controller Yersion] M=
A Systen  «5» Took 43 Logout & dbout [ Esit

castiz LR
F8 - Acknowledge Alaim  Online Card Holder List Time Att. DB Statuz Transaction Server Beeper Cantrol : Marmal

Latest All Event Lig -lTatest Alarm Event Llsll Door Llstl Cantroller List |-I:onnectmn L}I Cornmand Feedba;“ Cornmand Ex:eptlonl q
Latest T

d Start Up

1
1
1 n Establised
1
1
1

I Last Trans : 20030740 13:51:55 .JEFF 127.004 Castle Data Changed (CMEMUCS)
[ User : [Castle] 7 s [T !‘ Thu 10407/2003 02:05:11 PM |
dhistart || A @ 1 By || ByEsploring-56C5 v 3611 | BSGES 361.1 User Manva. [ SmartGuard CS Server | [|SmatGueidCs Client |[E3EE zospm

Online Transaction
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6.6.1 Latest All Event List

This on-line screen is designed to display all transactions occur at the SMARTGUARD CS
software. The user can identify the listed transaction event by referring to the description for
the detail information. A time stamp on the transaction will explain the exact timing of the
incident. The oldest transaction will always listed at the top of the list and the new coming
transaction will be appended.  Beside the incoming transaction from CASTLE controller, it
also records all operation command that is executed by the current log on user. This feature
will allowed the system admin to keep track on system user daily operation.

SmartGuard CS Server v 3.6.1.1 [1 Contioller Version] _[=2]x]
B System 3 Tools 23 Logout 42 About [ Exit

casTLE [N 2
F8 - Acknowledge Alarm Online Card Holder List Time Att. DB Status Transaction Server Beeper Contral : Normal

Alarm Event L\stl Door Llstl Cantroller Llsll Connection Llstl Command Fssdhackl Command Except\unl

Lates List

e Computer |P Addr Contraller  Door Mame Bus Add Rdr Card Mo Card Mame: Transactions

Last Trans : 2003407410 13:51:58 JEFF 127.00.1 Castle Data Changed (CMENLICS)
[ User : [Castle] Fres 21 G N buso ;‘ Thu 10/07/2003 02:05:11 PM |
;ﬁsmq | i @ 9 By || BEwploing - 5608 w2611 | EYsECs 3611 UselManua..”.Sma[lEua[d €5 Server | I SmartGuardCS Client | HREEEL 205 PM
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6.6.2 Latest Alarm Event List

The display screen wills only display alarm events occur at the CASTLE controller. Apparently
the SMARTGUARD CS software is only supporting three types of alarm transactions, which
are Controller down, Door force open and Duress alarm. Whenever the SMARTGUARD CS
software received these three events the software will play an Alarm beeping and log the
received event into this screen. The user is required to investigate the happened events, once
the reason of the alarm transaction has been identify, the user is required to acknowledge
the alarm transaction. The alarm beeping will continue to sound as long as the alarm is in the
alarm display screen, To reset the beeping sound, the user must point to Acknowledge Alarm.
An acknowledged alarm will be removed from this screen and alarm acknowledgement
transaction will be logged.

SmartGuard CS Server v 3.6.1.1 [1 Controller Version] _[&] %]
A8 System  «5v Took 2% Logout & dbout [ Esit

casTLe [N 2
F& -Acknow\edgelélam_ﬂnlinahnd.ﬂ.uldﬂ' List

Time Att, DB Status Transaction Server

Beeper Cantral : Marmal

JHEertkist | Latest Alarm Event Llsll oy

Latest T
Time: Camputer IP Addr Controller  Door Mame Bus Add Rdr Card Mo Card Mame nsactions

Castle

Last Trans : 200800740 13 51:58 JEFF 127.004 Castle Data Changed (CHENLCS)
[ User : [Castle] Fri 17.21 Bus 0 ;‘ Thu 10/07/2003 020511 PM |
#san|| 2 @ “1 6y || 3 Exploring-5555 w2611 | ®56CS 361.1 User Manua..| [ SmartGuard €5 Server | ) SmanGuaidCs Client | Bk z05PM

Latest Alarm List
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6.6.3 Door List

The Door List display screen show status of the door. This Door List screen will displayed all
installed door status.

SmartGuard CS Server v 3.6.1.1 [1 Controller Version] _[&] %]
A8 System  «5v Took 2% Logout & dbout [ Esit

IS
F& - Acknowledge Alaim  Online Card Holder List Time Att, DB Status Transaction Server Beeper Cantral : Marmal |

Latest All Event List | Latest Alam Event st | Dioor Uit | Cntraller List | Connection List | Command Feedback | Command Exception |

Time: Camputer IP Addr Controller  Door Mame Bus Add Rdr Card Mo Card Mame

Last Trans : 200307410 13:51:55 JEFF 127.004 Castle Data Changed (CMEMUCE)

[ User : [Castle] Bus 0 ;‘ Thu 10/07/2003 020511 PM |
gAstart||| ) @ 1 5) || By Erploing -55CS 3611 | WSGCS 36.1.1 User Manua. | [ SmantGuard CS Server | I SmatGuerdCs Cient |[E3BEkE 205Pm

Online Door Status
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6.6.4 Controller List

The controller on-line display list will reflect the status of the CASTLE controller. If there is a
communication error in between the SMARTGUARD CS software PC with a CASTLE controller
or hardware trouble at the controller, a controller down alarm will be generated by the
SMARTGUARD CS software and the controller heath status will be change from “Up” to
“Down”. In such situation, the user must check the actual problem happened and then
acknowledge the controller down alarm. If the communication in between the host and
controller has resume then the controller status will be updated from “Down” to “Up” again.
Total of 16 or 32 controller items will be showed, the “Installed” field will indicate whether a
controller currently is being used or not.

SmartGuard CS Server v 3.6.1.1 [1 Controller Version] M= E
B System 3+ Took & Logout & About ‘g Exit
-I mrce®
F8 - Acknowledge Alaim  Online Card Holder Llsl|_Lma.M_D.E&airs Transaction Server Beeper Cantrol : Marmal

1 1 J L 1 1 1
=, LSy i e A g g R Llstl Contraller Llstl CarreterT LIt | Cormmar T eeatant | Carmmar CReepten |
Latest T
[Drate Time Computer IP Addr Controller  Door Mame Bus Add Rdr Card Mo Card Mame

Castle

1
1
1
1
1
1

I Last Trans : 20030740 13:51:58 JEFF 127.004 Castle Data Changed (CMENUCS)

[ User : [Castle] 7 s [T !‘ Thu 10407/2003 02:05:11 PM |
dhistart || A @ 1 By || ByEsploring-56C5 v 3611 | BSGES 361.1 User Manva. [ SmartGuard CS Server | [|SmatGueidCs Client |[E3EE zospm

Online Controller Status
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6.6.5 Connection List

The connection on-line display list will reflect the status of the Client that connected to the
Server.

The user can also execute the Client relates command by moving the highlight bar at the
desire Client record and then double click at the selected record. A command action pop up
screen will be displayed and waiting for user action.

SmartGuard CS Server v 3.6.1.1 [1 Controller Version] _ & x|
F& System <2+ Took &3 Logout & About ‘g Exit

casTLE [EEIESERIEN 2
F& - Acknowledge Alaim  Online Card Holder List Time Alt, DB'SJduhlﬁﬂﬁﬁiun Server Beeper Control : Mormal

1 1 1 1] . I:I 1 1
st AtEmT E e Her|-Eroor Her|-ComiEr ‘l Connection LIS[I OrTarT P EEttaT | Comari CRCepHarT |
Latest T

B omputer IP &ddr Contioller  Door Mame Bus &dd Rdr Card Mo Card Mame ns

Castle

1
1
1
1
1
1

I Last Trans : 20030710 13:51:55 JEFF 127.001 Castle Data Changed (CMEMUCS)

[ User - [Castle] 17 H ceo I v |
dlstart || ) @ %53 () || By Feploring-S6C5 w3611 | FFSGES 3611 Lser Manua. | [ SmertGuard CS Server [ SmatGuaidCs Clint |3 zospu

Display Current Connection to Database
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6.6.6 Command Feedback

This Command Feedback on-line screen will show all the command feedback when the Client
Site send data or downloaded operation occurs.

From this command feedback screen, user knows what Client sends to the controllers and the
results of the transmission.

If the transmission is success, success to send will be displayed and the wording is in green
color, or else failed to send will be displayed and the wording is in red color.

SmartGuard CS Server v 3.6.1.1 [1 Controller Version] _ & x|
F& System <2+ Took &3 Logout & About ‘g Exit

CcASTLE [IECRESIERITE 3

F& - Acknowledge Alaim  Online Card Holder List Time Att, DB Status Tra s eper Control : Mormal

—————FstestiiEvent ot tatestafamEver tier|-Boor st |-oroter bt -Sommestorrtt | Command Fesdback |

Lates saction Lis
Contioller  Door Hame Bus Add Rdr Card Mo Card Hame

. 1
st

Castle

I Last Trans : 20030710 13:51:55 JEFF 127.001 Castle Data Changed (CMEMUCS)

[ User - [Castle] 17 H ceo I v |
dlstart || ) @ %53 () || By Feploring-S6C5 w3611 | FFSGES 3611 Lser Manua. | [ SmertGuard CS Server [ SmatGuaidCs Clint |3 zospu

Online Feedback
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6.6.7 Command Exception

SmartGuard CS Server v 3.6.1.1 [1 Controller Version] _[&] %]
A8 System  «5v Took 2% Logout & dbout [ Esit

casTLE [EEEIENEN
F& - Acknowledge Alaim  Online Card Holder List Time Att, DB Status Transaction Server

| steetAHEveRLie]

Tt famrEvertT =u = : mtrotertT : Tt : e uuulIEummandEx:eplmnI L
Latest Tra st

Date Time: Camputer IP Addr Controller  Door Mame Bus Add Rdr Card Mo Card Mame Transactions

Castle

Last Trans : 20030740 13:51:55 JEFF 127.0.04 Castle Data Changed (CHWENUCS)
| User : [Castle]

#set|| (1 @ 15y

: ous [ o 1007003 0205 11 P |
| [B) Exploring - SBCS v 3611 | ESGES 3.6.1.1 User Manua..| [l SmartGuard €5 Server | @] SmartGusidls Clnt | ORI 205PM

Online Exception

This Command Exception on-line screen will show all the exception command when the Client
Site send data or downloaded operation occurs error.

From this command exception screen, user knows all the exception command, when its
happened.
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CHAPTER 7
7. SMARTGUARD CS CLIENT MENU FUNCTION

The SMARTGUARD CS Client software has 7 distinct types of menu function that has been
grouped into the following categories:

System
Data
Report
Download
Tools
About
Quit

On-line display screen

JSmallGuan‘] CS Client v 36.1.1 [Cass Technology] M= E
BE System [ Data | Bepot > Download <+ Took o Help

EEIEE |
[F8] Acknowledge Alaim [F9) Locate Card Holder  Reload Card Memory T able PC Beeper Control Marmal ¥
Latest All Event List | Latest Alarm Event Llsll Floor Flanl Door Llstl Controller L\sll Command Feedba:kl Command EHCED[IDH' Card User L\stl

Latest ist

Contoller  Door Mame Bus Add Rdr Card Mo Card Hame

Castle

| Last Trans : JEFF 127004 200307H013:51:58 Castle Data Changed (CMEMUCS)
Online Photo | | User: [Castle] Frex : Thu 10/07/2003 03:07.33 PM |

il Start H 7 @ 5318 ”“ W5GES 3611 User Manua I I SmantGuard £5 Server I @/ 5martGuardC5 Client [3,) Explaring - Manual | Rk 207PM

Online Transaction
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7.1 System Menu

Under the System Menu, the user can modify and update the SMARTGUARD CS Client system
databases.

The user is required to set-up the system databases before performing any door access
operation. The system menu is further divided into 3 main groups.

ES!"ipstem

@ Device L4
3 Aooezs Setting L4
x Saftware Setting

B E«it Ctrl+

Device

Access Setting
Software Setting
Exit

7.1.1.1System Menu: Device->Controller
Before the user run the SMARTGUARD CS software, he/she must set-up the Controller

setting. The SMARTGUARD CS can support up to maximum of 32 controllers. Under the
setting of the controller, the user must be able to identify the following:

e Controller name (A unique ID to identify the Controller)
e Description (The description of the Controller name)
e Address (The physical address of the controller)
e Bus No (Bus ‘0, where's the main PCl connected, Bus ‘1’, where’s
second PCI connected)
e Site Code (The location of the controller)
e Model (Type of the controller)
. ]¥iew Controller List x|
Controller Mame Dezcription Buz Mo |Addr |Site Code todel -

il 1 contraller 1 1] Hane Castle 25
controller 2 _ None Ca 3

["]Change Controller Setting in the System

Tag Hame Ic:lrl2
Description lm

Address ﬂ j
Bus Na L -
Site Code Hre | Add | Madify I Delete | Befrash | I-'L Cloge |
Controller Type ICastIe 25 j

o 0K I X Cancel |

Controller Setting

The user is able to add a new record by pressing “Add” command button; to delete an
unwanted record, the user must select the record which need to be deleted and follow by
pressing the “Delete” command button. As for modifying a record, select data that is
required to be changed and press “Modify” command button. Change Controller Setting
dialog screen will prompt out as below.
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Press ‘Close’ command button to exit.

7.1.1.2System Menu: Device-=>Door

After completed the Controller setting, the user is required to set-up the “Door” setting. The
maximum of the door count is depending on the controller model that selected by the user
earlier in the Controller Setting.

First, the user must be able to identify the following,

e Tag name (A unique ID to identify the Door)

e Description (The description of the Tag name)

e Select Controller (Click on this button to select which controller the
door connected.

e Controller Bus No (Display Buses information after select controller)

e Controller Unit No (Display address information after select controller)

e Door no (The physical count of the door)

e Lock Release Time (The door release period)

e Door Open Time (The door opening period)

e Emergency Master Pin (A 6 digits accessing programming mode pin number

during emergency mode)

__]‘H'iew Door List
Doar Mame | Description Buz Ma|Contraller &ddr [Door Ma| =
drl door 1 1] 1] 1]
dr2 door2 1] n 1

2 [ N T

Tag Mame
Dezcriptian ar .3
Buz Mo ii
Lack Relzase Time Controller Uit Mo
Door Open Time 15 Door Mo

Emergency Master Fin Lock Release Time

=] =
=
j |<ir||<'>||1'>|

[roor Open Time

o
b

Emergency Master Pin - |[123456

W OK I x Cancel |

Door Settin

The user is able to add a new record by pressing “Add” command button; to delete an
unwanted record, the user must select the record which need to be deleted and follow by
pressing the “Delete” command button. As for modifying a record, select data that is
required to be changed and press “Modify” command button. Change Door Setting dialog
screen will prompt out as below.

Press “Close” command button to exit.
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7.1.2.1 System Menu: Access Setting -> Interlocking

Door Inter-locking feature only applicable if the user selected the CASTLE-2N controller (in
Controller setting).

By turning on this setting, it will enable the CASTLE-2N controller to restrict only one door to
be open at one time. By default, all CASTLE controllers will allow multiple doors to be opened
at one time. (Maximum of 8 doors, it depend on the selected controller model)

To modify a record, select the data in which is required to be changed and press “Modify”
command button. Door Interlocking dialog screen will prompt out as below.

Press “Close” command button to exit.

Door Hame Description Busz Mol Addr Mo| Model |nterlocking -
|| chil 1 contraller 1 1] Castle 25 M
Doz leowolaz 1|z |Casedr I

["]Door Intedocking

Interlocking IYes

N

- H
| ¢DK I xtﬁancell

Modify | Close
| cloe |

Inter-locking Setting
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7.1.2.2 System Menu: Access Setting ->Anti-Pass Back Zone Code

To implement a higher security on the SMARTGUARD CS software, the user is required to set-
up the Anti Pass Back Zone definition. This entry will define the physical compound area of
the door reader of CASTLE controller on anti pass back checking.

To set-up, choose the correct controller and then press “Modify” button to bring out the
Location Zone Code entry screen and then input the entry and exit zone code for a controller.

Press “Close” command button to exit.

___IAnlipasshack Zone Code x|
Door Mame | Description Bus Mo| Contraller Addr | Door Mol Entry Location Zone Code | Exit Location Zone Code | =
drl door 1 0 0 0 01 02

3 dor? P I R o
ar3 daar 3 ] Location Zone Code E o0

Entry Location Zone Code |2 = [
Exit Location Zone Code 1 ii
‘ W 0K I X Cancel |

Madify | i gose| ‘

Anti-Passback Setting

7.1.3.1 System Menu: Software Setting

The function of Software Setting is to allow the user to configure the run time parameters of
this software. The Software Setting are divided into 5 type,

e PC Alarm Type (Consists of 2 model of alarm beeping, soft beep or continuous beep)

e Alarm Alert Option (For Future usage)

e Floor Plan Online  (Switch to “Yes” will make enable activate floor plan)

e Company Name (Change the header for every report to display your own company
Name)

e Use Own Logo (Switch to “Yes” to enable ‘Select logo’ button and you can browse

for your own logo automatically change the header for every report
to display your own company logo)
e User Define (4 user define fields is available, this 4 fields with be appended
Into the Card User List.)

To edit the software setting, the user is required to press the “Modify” button. Edit PC
Setting dialog screen will prompt out as below.
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("1 Software Setting

Software Setting
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7.2 Data Menu

Under the Data Menu, user can modify and update SMARTGUARD CS system databases. The
user is required to set-up the system databases before performing any door access operation.
The data menu is categorized into 7 main groups.

||Qata

Time Setting
W& Card Users
Software Uzer

Dioor Setting

v v v v B

Browze Time Attendance Tranzaction
Edit Time Attendance Tranzaction
Floar Plan

Time Setting

Card Users

Software User

Door Setting

Browse Time Attendance Transaction
Edit Time Attendance Transaction
Floor Plan
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7.2.1.1 Data Menu: Time Setting ->Time Set

The SMARTGUARD CS Client software will enable the user to specify a total of 98-time set.
Each timer set is making up by 3 intervals. For each interval, the user can define their
starting and ending time period. The defined time set will be used in the time zone setting at
the later section. Besides configure the timer set, the software default has 2 pre-assigned
timer set which are:

e Time Set ‘00’: No Access Whole Day
e Time Set ‘01’: Free Access Whole Day

The user is able to add a new record by pressing “Add” command button; to delete an
unwanted record, the user must select the record which need to be deleted and follow by
pressing the “Delete” command button. As for modifying a record, select the data that
required to be changed and press “Modify” command button. Edit Time Set List dialog
screen will prompt out as below.

Press “Close” command button to exit.

-JView Time Set List X
Time Set Mo Drescription Interval #1 Interval #2 Interval #3 -
o0 Mo Access Whole Day 00:00 to 00:00 00:00 to O0:00 00:00 to 00:00
| Free Access Whole Day 0000 to 23:59 0000 to 00:00 0000 to 00:00

4 08:30ta 1230 1230t 1330 1330ta 18:00
99 time et 39 0%00to12:00 12:00 to 1300 1300t 17:00

_ JEdit Time Set List | |
Tirne Set No I
Time Set Description time set 2
Interval Detail
Set #1 Set Set #3 =l

Start Start

‘ “ (1] 9 I x Cancel |

Time Setting
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7.2.1.2 Data Menu: Time Setting ->Time Zone

Time Zone is a collection of timer set setting. Each time zone setting consists of 9 timer sets
to specify the time interval of the day (SUN,MON....SAT and HOL). There are 98
programmable entries of time zone and 2 systems pre-defined time zone.

Firstly, the user must be able to identify the following,
e Time Zone No (A unique ID for the time zone set)
o Description (The description of the time zone set)
e SUN,MON..HOL1,HOL2 (A timer set ID for the time interval of the day)

The user is able to add a new record by pressing “Add” command button; to delete an
unwanted record, the user must select the record which need to be deleted and follow by
pressing the “Delete” command button. As for modifying a record, select the data that is

required to be changed and press “Modify” command button. Edit Time Zone dialog screen
will prompt out as below.

Press “Close” command button to exit from this function.

Time £one Setting

Tirne Zone
Tz Mo | Description |Sun |Mon |Tue |Wed |Thu |Fri ISat |HOI1 IHD|2 | ;I
|00 MobcoessdlitheDays (00 00 00 00 00 00 00 00 0O
| |0 Free &l Daps | oo m ] m om0l
0z TimeZonelesc oo 02 02 02 02 02 o0 (00 00 _I
Time Zone Mo
Drescriptions TimeZonelesc
Day of Wieek | Ti Day of Week | Time Set of the Day | Time Set Detailz
Sunday Sunday
Monday tMonday
Tuesday Tuesday
“wiednesday ‘wWednesday
Thursday Thursday -
Friday Friday -
Saturday 5 aturday -
eyl Holiday | ~
el Holiday I -
—] o OK I x Cancel |

Time Zone Setting
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7.2.1.3 Data Menu: Time Setting ->Working Hours

The SMARTGUARD CS software not only works as Door Access Management software, it also
have the capability of catering normal time attendant function. In order to use this feature
the user is required to set-up the working hour. This information will be used as a reference
to generate the time attendant report, such as Employee “First In First Out” report,
Latecomer, and many more. The detail description will be explained at the later part.

User is required to specify the time interval set of each day from MON to SUN, HOL | & II.
Besides the time interval set, the out grace time must be input as well. These information will
be used in the time attendant report.

To edit or modify the record, select data that is required to be changed and press “Modify”
command button. Change Time Set Interval dialog field will prompt out as below.

Press “Close” command button to exit.

LY 1 Time Attendance Setting x|
Define Working Haour
Dray of Week | Start Tirne | End Time | i wiork, Tinne |
sundey | | AT TR
tMonday whorking Hour Setting
Tugsday —Define Warking Haur
Wednesday Day of wWeek | YWiorking Hours | tdir “wiark Time
Thursday Sunday 00:00 to 00:00 0o:00
Friday tionday | 08:30 ko 15:00 08:30
Saturday Tuesday 08:30 to 18:00 08:30
Haliday | \Wednesday Change Time Set Interval i
Holiday [l Thursday hh i 0
I From I '¢} IBD '¢}
N P Friday i I
ut race Time [r |‘| o] -‘} ID -‘}
e Saturday i = = 0
: Haoliday | 0
£ warking Hour | ia ’—I
e —— Holiday Il 0K X Cancel | 0
Out Grace Time [min) 15 =
o OK | X Cancel |

Working Shift
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7.2.1.4 Data Menu: Time Setting ->Holiday I or 11

The SMARTGUARD CS software has been designed to cater for multiple holiday definition
setting. Where it allow the user to input 2 different type of holiday list for the year. (Holiday |
& I1).

The holiday setting function will enable the user to set the holiday’s date, month and holiday
name. You are able to set-up up to 30 holiday time zones to override the daily time zones. To
set the holiday, the following steps should apply.

The user is able to add a new record by pressing “Modify” command button; to delete an
unwanted record, the user must select the records that need to be deleted and follow by
pressing the “Clear” command button. As for modifying a record, select data that is required
to be changed and press “Modify” command button. Holiday Date dialog screen will prompt
out below.

Press “Close” command button to exit from this function.

Date IDescriptiDn I :I
| a1/m Mew ear Day
I L Wilapah Day
04 "
mEyS "]Holiday Date
] 24417 td otk Day

NESE pae [ 2 /1 2
EM| DexcriptinnlDescriptiun I

0o/00
|_|00/00 W OK I X Cancel |
|_|00/00
I
|
Fodify | Clear | Refrezh | ﬁ;luse | ‘
Holiday Date
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7.2.1.5 Data Menu: Card Users -> Floor Zone (Only for Lift controller)

The SMARTGUARD CS software will enable the user to specify a total of 98-floor zone. Each
floor zone is making up by 6 range. For each range, the user can define their starting and
ending floor. The defined floor zone will be used in the Floor Accessibility setting at the later
section. Besides configure the floor zone, the software default has 2 pre-assigned floor zone
which are Free Access and No Access.

The user is able to add a new record by pressing “Add” command button; to delete an
unwanted record, the user must select the record which need to be deleted and follow by
pressing the “Delete” command button. As for modifying a record, select the data that
required to be changed and press “Modify” command button. Modify Floor Zone List dialog
screen will prompt out as below.

Press “Close” command button to exit.

. JFloor Zone ["]Modify Floor Zone List E
IFIoor Zohe Mo IDescriplion (el B M
an Mo Access 99 - 00k 00
m Free Access 00to 00
02 flocr 2 —Description 00to 00
L4 Floor Zone 59
—Hange 1
Fram 03 hd To 05 -
—HRange LI
From |05 x To 02 = lheeh | | Ciose |
—Hange 3
Fram 33 - To 04 -
—HRange 4
Fram 59 - To 95 -
~Range &
Fram 05 b To ov -
—Range B
Fram m b To 97 -
o 0K I X Cancel |

Floor Zone Setting
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Data Menu: Card Users ->Department

This function will enable the user to set-up the department entry. Each department must
include a unique tag name to identify the department record.

The created information will be used as a reference field during the card user database entry.
To set-up the Department databases, the following action should apply.

The user is able to add a new record by pressing “Add” command button; to delete an
unwanted record, the user must select the record which need to be deleted and follow by
pressing the “Delete” command button. As for modifying a record, select data that is
required to be changed and press “Modify” command button. Edit Department List dialog
screen will prompt out as next page.

Press “Close” command button to exit from this function,.

. Jview Department List x|
M armne Description =
AL Account
EDP EDP
btk k b arketing

| Purch

L — -

Tag Mame |F'r

Drezcription Purchase

W 0OF x Canicel |

=l

Add Modify Delete | Befresh | ﬁgnse| ‘

Department List
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7.2.1.7 Data Menu: Card Users ->Job Title

This function will enable the user to set-up the job title entry. Each job title must include a
unique tag name to identify the job title record.

The created information will be used as a reference field during the card user database entry.
To set-up the job title database, the following steps should apply:

The user is able to add a new record by pressing “Add” command button; to delete an
unwanted record, the user must select the record that need to be deleted and follow by
pressing the “Delete” command button. As for modifying a record, select data that is
required to be changed and press “Modify” command button. Edit Job Title List dialog
screen will prompt out below.

Press “Close” command button to exit.

_I\F'iew Job Title Lizgt x|

Shdanager Senior b anager

managing director

ip zLDDort
_IEdit Job Title Ligt

Tag Mame ISManager

D'escription S enior Manage

o OE x Canicel |

|
Add | Madify Delete | Befresh |_!-'L Elnsel

Job Title
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7.2.1.8 Data Menu: Card Users ->Door Accessibility

Door accessibility function will allow the user to maintain and control a card user access
privileges at each door in a premise. With this function, you can control whether a person can
access to certain door or at what time he/she can access the door. The user is required to
assign a unique access number and follow by a description. SMARTGUARD CS software has
also extended the flexibility of the access privilege definition by allowing the user to specify
the validity date of the access level by accepting the start and end date.

With this addition feature, it will allow SMARTGUARD CS software to control an access
privilege to be active and deactivate on a specific time period.

The user is able to add a new record by pressing “Add” command button; to delete an
unwanted record, the user must select the records which need to be deleted and follow by
pressing the “Delete” command button. As for modifying a record, select data that is
required to be changed and press “Modify” command button. Access Level dialog screen
will prompt out as below.

Press “Close” command button to exit from this function.

_ ]Door Accessibility

Access Mo |Descripti0n IStart D ate |End Date I
| |od Mo Access 0140141335 | 01/01/1338
o Free Access 0140141335 | 01/01/2020

Description 0140141998 |01./01/2020

“ []Get Text

dri3

II B B Ak

Description

V’ ok, I X Cancel |

Add | Fodify I Delete | Refrezh |_l-'LEIDse|

Door Accessibility Description

To assign a door accesses time zone for certain access level. Firstly, the user is required to
select the desire access level, the SMARTGUARD CS software will automatically display all
doors setting of the selected access level on the screen.
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The user can configure an individual door setting by placing the mouse pointer at the correct
row and then double click on it. A time zone pop up screen will appear. At this point, the user
can select the time zone set and assign to the door. If the user decided not to permit an
access at this door for a particular access level, then the user should choose No Free Time
Zone.

. JDoor Accessibility [F1Select Time Zone
Access No |Description T Zeme
0o Mo Access
TzMNo [TzDesc |sun [Mon JTue [wed [Thu [Fi  [sat [Hot [Hoiz=]
| |00 MWodccess&lithe Days (00 00 00 00 00 00 00 00 00
|0 Free Al Days o m o m o o o m | 0
| 102 TimeZoneDesc oo nz |02 0z 02 0z 0o 0o o0
S T N 2 2 N N

=3
T
E

_'l_|
Time Set Setting

Drap of Week | Time Set of the Day Time Set Dezcription |

Tuezday
Wednesday
Thurzday

Saturday
Holiday |
Holiday 11

Select Time Zone For each Door
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7.2.1.9 Data Menu: Card Users ->Floor Accessibility (Only for Lift Access Controller)

Floor accessibility function will allow the user to maintain and control a card user access
privileges at each floor in a premise. With this function, you can control whether a person can
access to certain floor or at what time he/she can access the floor. The user is required to
assign a unique access number and follow by a description.

The user is able to add a new record by pressing “Add” command button; to delete an
unwanted record, the user must select the records which need to be deleted and follow by
pressing the “Delete” command button. As for modifying a record, select data that is
required to be changed and press “Modify” command button. Get Text dialog screen will
prompt out as below.

Press “Close” command button to exit from this function.

. ]Floor Access B3
IFIu:u:ur Access Mo IDescriptinn I :I

ao Mo Access
)| Free Floor Access

4

Fanelt |Panel Mame Unit Mo Fanel &ddr |Floor Zone

T]Get Text E

Description

o O I X Cancel |

add | Modty | Dokt | n ;lose|

Floor Accessibility Description

To assign a floor accesses time zone for certain access level. Firstly, the user is required to
select the desire access level; the SMARTGUARD Pro software will automatically display all
floors setting of the selected access level on the screen.

The user can configure an individual floor setting by placing the mouse pointer at the correct
row and then double click on it. A time zone pop up screen will appear. At this point, the user
can select the time zone set and assign to the floor. If the user decided not to permit an
access at this floor for a particular access level, then the user should choose No Free Time
Zone.

Cass Technology Sdn Bhd 51



SmartGuard CS Client/Server User Manual

7.2.1.10 Data Menu: Card Users ->Card User

This section will explain set-up procedure of the cards holder database. All card user data
must include a unique card number for each record. The card number will be used to
perform search operation and this card number is build by 6 bytes numeric code. Once the
users select the card user option from the Data Menu selection, the screen on next page will
appear.

‘_ICald Uszer - Total Record : 4 | x|

I~ Awto Hide
Start D ate 2003077 Wehicle Mo Yehicle Mo IC Humber IC Mumbe
End Date

Enable Flag _ Floor Access Diate OF Birth 7

QoolAccessl EIoorAccessl §0rtDrder| = FindEardl Export | Add | Hodify | Delete | Refresh | ﬂglose |

Card User Table

To view the information for each card, basically just highlight desire record and automatically
the information will display below of the card user list area.

The card user list is defaulted by card number order. |EEETNREI RG]
To change the display order, the user can select the
sort order button; a selection pop up screen will be
shown as below.

—Sart Order

" by Staff Code
™ by Staff Name

Besides View Door Accessibility Details function and " by Department
Sort Order function, the SMARTGUARD CS software " byJob Title
has been in-cooperate with an important and useful

function, which is Find Card option. This function will

allow the user to locate a particular card record in a ' OK X Cancel
quicker manner instead of scrolling the record one by

one. The SMARTGUARD CS software is able to locate a Sort Order

record either by Card Number Order or Cardholder
Name Orders.
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The user is able to add a new record by pressing “Add” command button; to delete an
unwanted record, the user must select the record that need to be deleted and follow by
pressing “Delete” command button. As for modifying a record, select data that is required to
be changed and press “Modify” command button. Edit This Card dialog screen will prompt

out as below.

Lastly to exit from this function, Press “Close” command button.

Card Mo |8?552D

Staff Code IDB?SSED

7] E dit this Card ]

Staff Mame Jenifer
Door dccessbilitg m
Flaar Accesshbilitg o
Department Technical
Job Title TS
Enable ez
[ee Load Photo
¥ Male " Female |
Fezet Photo

Date
Date Of Bith || Thursday =l
Start D ate I Thursday . ﬂ
EndDate || Thursday . December 312020 x|
IC Mumber  |[IC Mumber
Wehicle Mo |[Vehicle No
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Data Fields

Card Number
Staff Code

Staff Name

Door Accessibility
Floor Accessibility
Department

Job Title

Enable

Sex

Date of Birth
Start/End Date
IC Number
Vehicle No

(A unique identify for a card user record)
(Staff code of an organization)

(Name to describe the Staff Code)

(The door access privilege setting)

(The floor access privilege setting)

(A field to describe the card user’s department)
(A field to describe the card user’s job title)
(A field to determine usability of a card)
(Male or Female)

(Birthday of the card user)

(Validity of a card)

(Identification card no of the card user)
(The vehicle no of the card user)
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7.2.1.11 Data Menu: Card Users ->Leave Type

This function will enable the user to set-up the leave type entry. Each leave type must include
a unique tag name to identify the leave type record.

The created information will be used as reference fields during card user leave entry
database entry. To set-up the leave type database, the following steps should apply:

The user is able to add a new record by pressing “Add” command button; to delete an
unwanted record, the user must select the record that need to be deleted and follow by
pressing the “Delete” command button. As for modifying a record, select data that is
required to be changed and press “Modify” command button. Edit Leave Type List dialog
screen will prompt out as show in next page.

Press “Close” command button to exit from this function.

Leave Type List
Mame Description -
Sk Sick Leave
EM Emergency Leave
AL Annual Leave

i 1 Edit LeaveT ypement List E

Tag Mame IHL

Description Half Day Leave

W 0K I x Cancel |

-

Add | fd odify I Delete | Refrezh |_!-'L Qlasel ‘

Edit leave type here
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7.2.1.12 Data Menu: Card Users ->Leave Entry

This section will explain set-up procedure of the cardholder leave entry database. Once the
user select the card user option from the Data Menu selection, the screen below will appear.

The card user list is defaulted by card number order. To change the display order, the user
can select the list order box.

[[]View Leave List
Date Card Mo Mame Department [Job Title |Leave Type  |On Paid Full Day -
2003/07/11 | 323156 Kee fun bk, K. Personal UnPaid Full Day
2003407111 1875520 Jenifer Technical (TS MC Paid Full Day

200370711 | 895665 Dian Saw EDP SManager Goverment Paid Full Day

alex

=l

List Order | Card Mo/Diate = 1= Eind Hecordl Add | Bty | Delete | Befiesh | j'1_§|ose|

Besides List Order function, the SMARTGUARD CS software has been in-cooperate with an
important and useful function, which is Find Record option. This function will allow the user
to locate a particular card record in a quicker manner instead of scrolling the record one by
one. The SMARTGUARD CS software is able to locate a record by Date. The record date

dialog screen on next page will display.
__Jl:hange Leave Record Setting E3

The user is able to add a new record by

. Tuesday . Feb 021333 %
pressing “Add” command button; to LI kit AL 'UE:”" [
delete an unwanted record, the user must Card Mo _ (25 GEleon e |
select the record that need to be deleted Marme
and follow by pressing Delete Department

command button. As for modifying a :
record, select data that is required to be Job Title

changed and press “Modify” command Leave Type

button. Change Leave Record Entry O Paid
dialog screen will prompt out as next | ————
page. Full Diay Full Day =]

o OK | X Cancel |

Leave Application

Press “Close” command button to exit from this function.
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7.2.1.13 Data Menu: Software User-> Command Accessibility

The SMARTGUARD CS software provides the master user with a feature to configure system
menu access. To set-up the menu access, the user is required to supply a Unigue Command
Accessibility No. After the command accessibility 1D assignment, the user is required to
select and highlight the menu item for the assessable items.

e To add a new record
Select the “Add“ button and key in a new command accessibility ID in the menu access
information. The command accessibility ID must be unique, where it will be used for
record searching.

e To modify a existing record
Move the record pointer to the correct record and press “Modify” button toggle on the
record editing function.

e To delete an unwanted record
Move the record pointer to the unwanted record and click “Delete” button. A confirmation
screen will be displayed, the user is prompt to confirm on this operation before deleting
take places.

e To cancel operation
To abort the editing function, the user select “Cancel” button.

._JEdit Command Accessibility |
Command Accessibiliy Mo ID 3,
Description I

I [ata | Data2| Heportl Downloadl Took | Server Application

—Main “Sub:- Device Sub- Access Seftng
[ Device [] Site Setting ] Interlacking
[ Access Setting [ Contraller [ &nti-Passback Zone Code
] Saftware Setting [ Door
[T Exit

ok | cancel Check Al | Lncheck 41 |

Command Accessibility

Cass Technology Sdn Bhd 57



SmartGuard CS Client/Server User Manual

7.2.1.14 Data Menu: Software User->Software User List

The SMARTGUARD CS software had been incorporated with the system user log in option.
The purpose of having this function is to provide a security level on the SMARTGUARD CS
software. The log in function will prevent all unauthorized personnel being accessed the
SMARTGUARD CS software.

With the existence of the command accessibility function, each system user can set-up a
different menu access control by assigning a correct menu access control from the pop-up
selection. As a result, the system administrator can easily control the operation of the
SMARTGUARD CS software and CASTLE door access system.

__I\Fiew System User List
Uzer D zer Harme benu Lewvel Server Access  |Can Change Pin -
Castle Castle System User il i b

___IEdit System User List
|
Usger D Iwu:ung
Uzer Mame
Menu Level |2 j LI
Server Acces Can Change Pin————  ||zfesh | fLEInse |
’7(" e * Mo ’75' “es " No
‘ \/ (1]:4 I x LCancel |

System User Setting

To add a new system user, the system admin is required to input a unique user ID and follow
by a user name as reference to the user ID. The system admin is also able to extend the
usability of the new system user to the global network by turning on the Server access
option. This function will allow the system user to be access to SMARTGUARD CS Server
software. Beside the server access, the system admin can also set the capability on setting
the cardholder access pin number by clicking the “Change Pin” check box.

To delete the unwanted system user record or to edit the existing record, the system admin
is required to identify the desire record and follow with the appropriate command action.

7.2.1.15 Data Menu: Door Setting ->Individual Door

This function enables system user to set-up the CASTLE door runtime parameters. Upon
entering the entry screen, the system user is required to select the door record by moving
the mouse pointer to the correct row and click “Modify” button to activate the editing
function. After selecting the button, a list of parameters is presented for modification.

- Auto Lock Release Time Zone
A time zone setting which will be used by SMARTGUARD CS software to turn on the Auto
Door Lock Release mode. Once the door is in lock release mode, no card swiped is
required to grant a door access.

- Card + Pin Mode Time Zone
A time zone setting which will be used to switch on the Card + Pin number function at
the door. Once this option is activated, a card user must present the card at the door
reader and then key in their secret pin number to grant a door access.
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- Security
The security option works similarly to the Auto Lock Release Time Zone option. The main
different between these two is the

Security option is not manage by
time zone setting. A security off T ag Name| Deseription |Bus No[Controller ddr [Door o] <]
action will allow a door to be freed [H oy E 0

dr2 doorZ i} 1] 1

permanently untii a reset is
triggered and the security on action

o 0|

is the opposite.
. Auto Lock Release T2 |DE|
- Card + Pin Mode Card + Pin TZ 94
Setting off the card + pin mode will Securly =
disable the function even though B Mo o
the time zone is still active. ,
Auto Lock Release T2 m Card + Fin Mode off
_ Pin Mode Card + Fin TZ Uge Cormon Pin Tes
Setting off the pin mode will disable Secuity = LocalPin#1  |0000
pin mode even though the time PinMode [l LocalPin#1TZ o |
zone is still active. Card+PinMode  [04 LocalPin 2 |00
e Common B Local Pin #2 T2 o |
- Use common pin LocalPin#1 [ EmergencyMode AuoPin |
This setting will used to set the LocalFin#1 7z [ Emergency Pin 1234
reader to use the Auto-Pin number Local Pin #2 @ o 0K | % Concel |
that set at the controller or use the Local Fin #2 T2

Local Auto-Pin number that set to
the specify door.

F

Emergency Made

Emergency Fin

Modiy | L g|ose|

Individual Door Setting

- Local PIN #1
4 digit of number are required to set the Local Pin 1 number. This is only can be used
when the Use Common Pin Mode is OFF.

- Local PIN#1TZ
Set the Time Zone for the Local Pin 1 so that Local Pin 1 can be used within the Time
Zone setting.

- Local PIN #2
4 digit of number are required to set the Local Pin 2 number. This is only can be used
when the Use Common Pin Mode is OFF.

- Local PIN#2TZ
Set the Time Zone for the Local Pin 2 so that Local Pin 2 can be used within the Time
Zone setting.

- Emergency Mode
This is a safe guard method for the CASTLE system. The setting of this mode is to make
sure no down time happened at CASTLE door. In the event of communication error
between CASTLE door readers with the host controller, the door controller will react
immediately according to the emergency mode. The user can define 3 different type of
emergency mode, namely Auto Pin, Lock Release and Facility Code Entry.

e Auto Pin setting will instruct the door controller to accept Emergency Pin no to grant
access.
e Lock Release Mode will permanently release the door and
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e Facility Code Function will instruct the door controller to grant a door access
according to facility code of a user card. (Only for Magnetic Card)

e Emergency Pin
The user must input 4 digits pin number in case the setting of the emergency mode
is auto pin number. The entered pin number will be used to grant a door access
during trouble happened at door controller.

e Exit Button TZ
The User can control exit button to be active during certain period. So, the button
can't be use if out of activation time range.
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7.2.1.16 Data Menu: Door Setting ->Global Door

As we know the SMARTGUARD CS software can support a maximum of 512 doors (depends
on the controller type and software version). Of course, there will be some common setting
for some of these doors that we can be applied the setting at one time. Therefore, the
SMARTGUARD CS software has been designed to simplify the door setting operation by
grouping all the common setting into a single function. The common settings are Anti-Pass
Back mode, Check Expiry Date in Door Accessibility, Card Lock Out Function, Facility Code
Setting, Auto Pin Number and Auto Pin Number Time Zone.

To configure the Global Setting, the user is required to press “Modify” button, a list
parameters will be shown for the user to set-up.

["]Edit Global Setting
Anti-Passback Anti-Passhack, | AT
Check Expiry Date in Door Accessi | Check Expiry Date in Door Accessibiliy Ot
Card Lock Out Card Lock Out art
Facilty Code Facility Cade 000a
Auto Pin —Auta Pin
[ Fin Mumber | Time Zone
Auito Pin 1 { ooop| Auta Pin 1 oo 0o
Auto Pin 2 | oo PR [oooo 00
Auta Pin 3 |m Auta Fin 3 W oo
Auto Pin 4 | ooool Auta Pin 4 oo 00
suoPins [N AuoPins 0000 0o
suoPine |[EEEN AuoPnB 0000 00
Auta Pin 7 |m Auta Fin 7 W oo
Auto Pin 8 | ooool AutoPin 8 oo 00
uoPing [N suoPing 0000 0o
oo

suoPni0 | AuoPin0  [0000 o0

<

| x Carncel |

Global Door Setting

Anti-Pass Back

The Anti Pass Back feature is designed to ensure the user always transact a “In”
transaction at the door reader and followed by one "Out” transaction, before he/she can
carry out another transaction. For instance, if a user swipe his/her card at door A to
grant access to a room then passed the card to another person to attempt at door A
again, the second entry will be denied by the door controller. The user is required to set
this field “On” to enable this option and “Off” will disable the option.

Check Expiry Date In Door Accessibility
Setting on this mode will instruct the CASTLE controller to check the validity date of the
user card. A card with expiry door accessibility will unable to grant access at a door.

Card Lock Out

The Card Lock Out function is mainly designed for higher security guarding condition,
where the CASTLE controller will lock out the user card if several invalid attempts at the
door reader take place. This includes 3 consecutive wrong PIN number access, 3
consecutive Anti Pass Back violation. The user should switch on this mode if he/she feel
that necessity of a higher security door access control.
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Facility Code

The purpose of having this code is to distinguish the user card from one installation with
another. As we know the door access uses a card number as the main reference point in
the door access system. Therefore to avoid same card number to apply at both
installations, the CASTLE controller required the manufacturer to include in an extra
feature (facility code) to restrict the user swipes his/her card at different installation
location. As a result, every installation location should assign with a completely different
facility code to distinguish from each other.

Auto PIN (10 sets PIN number)

A 4 digits pin number for accessing the doors when the Auto Pin mode is switched on.
The main purpose of having this is to provide an alternative manner to grant the door
access instead of doing the normal method swipe card at door reader manner. By
switching on this mode, the user is required to input the pin number.

Auto Pin Time Zone (10 sets Time Zone for Auto PIN)

This setting is able the user to customize their auto pin mode according to the time
periods. The user is required to attach a time zone set to the door. If the time zone is
activated and the pin mode setting is set, then the door will automatically access user pin
number.

7.2.1.17 Data Menu: Browse Daily Time Attendance Transaction -> Daily
This function will enable user to view the daily time attendance transaction of each staff.

7.2.1.18 Data Menu: Browse Daily Time Attendance Transaction -=> Monthly

This function will enable user to view the monthly time attendance transaction of each staff.

Yiew Time Attendance

| [CadNo  JName ______[Depaiment lobTile [Date  lAtStaws |
[3 10544 wiah Technical  |Technical Su_|200141

Time Irv
Rec. Time

Auth. Time

Time Out

Rec. Time

Auth. Time

“Wwhork Hour

Total Wwork Hour M
CECI o0 |

j'L Lloze |
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7.2.1.19 Data Menu: Edit Time Attendance Transaction

This function will enable user to edit the monthly time attendance transaction of each staff.
Once user clicks on this menu, the screen below will be displayed.

. ] ¥iew Time Attendance y
| [Codto fName |
h

Tirne: Ire Tirne Out wlork. Hour

[ RecTme  [CENEEEE | [ e NN | [ oo S

[aunTne | [ cnTee DN | oo [T
Al B View Morthly Transact | Find Transact | Expart | Feasan| | Rieason Out |
& Dale/Card No e Morthly Transaction ind Transaction [y Evpor eason |n eason Out
" Card No/Date Rebuild Time Attendance Tlansactinnl ‘warking Hours | Report | e Hefresh | j'L Close |

With click on the “Find Transaction” button, user is able to select the date and card no that
he/she needed to find.

By pressing on the “View Monthly Transaction” button user also able to view the monthly
transaction. The screen below will be displayed.

Export | Hebuild Monthly Tranzaction | Heport | eﬂefreshl j'LQIose |

Another function that SmartGuard CS provided is the Rebuild Time Attendance Transaction.
User can select the time range that he/she needed to rebuild the transaction.
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7.2.1.20 Data Menu: Floor Plan

As mentioned at the beginning, the SMARTGUARD CS Client software is specially designed to
help the user to manage and control the CASTLE door access system with minimum
interaction at the controller level. Therefore, the SMARTGUARD CS Client software has
includes a useful function to create a user-friendly environment that is graphical floor plan
editing and runtime.

The floor plan editing function will allow the user to create multiple floor plan layouts and
insert door object at the plan. The below screen layout will be shown whenever the user
select the function from the main menu.

SmartGuard CS Client v 3.5 [Ca ==
Configure Floor Plan
=l
‘ Floor 1

rPanel

Add Mew Floor Plan Record Get Floor Plan File Add Door Paint To This Floor Plan j'L Lloze |
Modify Floor Plan Record Save Thizs Floor Plan Refresh |
Delete This Floor Plan Recaord Delete Paint Fram the Floor Plan
Floor Plan

Basically, the floor plan screen can be categorized into 3 main portions (Floor Plan Record
List, Floor Plan Map Panel and Command Action List).

At top of the screen, a floor plan record list will be shown with all the existing floor plan
records and the user can modify the record by simply click on the desire record and then
follow by the “Modify Floor Plan Record” command. A pop up dialog screen will be displayed
for the user to perform the editing.

To add a new floor plan record, the user can choose “Add New Floor Plan Record” command.
JUpdate Map Record E3

Tag Mame Il:llan 1

Dezcription Floor Plan

o OF x Cancel |
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The SMARTGUARD CS Client software will pop up a dialog screen to prompt the user for a
floor plan map ID and map description. Besides inputting the floor plan record information,
the user is required to attach a graphical map into this floor plan record. To achieve this
operation, first of all, the user should press the “Get Floor Plan File” command, then the
user is required to select the desire floor plan map file (BMP) and click “OK” action to attach
the selected map file into the floor plan record. After that, the user is required to execute the
“Save This Floor Plan” command to relate the map file with the floor plan record.

Until this stage, the user has already finished the floor plan record and graphical map file
creation procedure. Next step is to link the CASTLE door into the floor plan map. The step is
very simple, first, click “Add Door To This Floor Plan” command to select the new installed
door. (Door Setting) Upon selected a door record, a symbolic icon will appeared at the middle
of the floor plan map. At this point, the user has successfully linked up a door object with the
floor plan record. Next the user must position the door object into the correct coordinate. The
location setting of the door object will be the actual display location of a door object during
the floor plan runtime.

The user can repeat the above procedure to insert the others door object in the floor plan
record. In case, the user did a mistake on the door object selection and would like to delete
the inserted object, he/she can simply highlighting the unwanted door object and choose the
“Delete Device Point From The Floor Plan” to remove it.

For deleting, the entire floor plan record, it is even simple, select the desire record from the
Floor Plan Record List and execute the “Delete This Floor Plan” command. The selected
record will be permanently removed.

To return to the main menu, please select the “Close” button.
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7.3 Report Menu

The SMARTGUARD CS Client software has provided 4 types of report for the user to operate.

Which are,

Software Data

Time Attendance Transaction
Log Transaction

Open Saved Report

ﬂ"ﬂepnrt

1": Software D ata 2
Time Attendance Tranzaction  #
Lag Tranzactian

pk_| Open Saved Report

Time Set

Time Zone
Huolidaw I

Hulidas II
Department

Job Title

Floor Zone

Floor Accessibility
Dioor Accessibility
Card User Lisk

I Controller

Individual Door Setting
Global Door Setking
Leave Tvpe

Leave Transackion
Working Shift Hours
User Door Accessibility
Card ser Shift Lisk

= |
8| Softwiare Daka

wk
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7.3.1.1 Report Menu: Software Data->Time Set

This function will allow the user to print the timer set settings. The SMARTGUARD CS Client
software will generate the time set report into the preview form, where it allow the user to
browse it. If he/she has satisfy with the report, then by selecting the “Print” icon will
physical print out the report and choosing the “Save” icon will allow the user to store the
report into file format. To cancel this operation, just press the “Close” button.

_JTime Set Database Report HE R
BE@ W« 1 |SE HE| o
Smart Guard CS Client
Time Set Database Report
Cass Technology Date 2/2/99 10:47:23
Page # 1
Interval 1 Interval 2 Interval 3
Time Set Description From To From To From 0
oo Mo Access Whole Day 0o:00 0o:00 0o:00 00:00 00:00 0o:00
[y} Free Access Whole Day 0o:00 2359 o0 00:00 00:00 o0
02 time set 2 03:30 12:30 1230 13:30 13:30 1800
a3 time set 93 09.00 1200 1200 1300 1300 17.00
I
|Page 1 af1
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7.3.1.2 Report Menu: Software Data->Time Zone

This function will allow the user to print the time zone settings. The SMARTGUARD CS Client
software will generate the time zone report into the preview form, where it allows the user to
browse it. If he/she has satisfy with the report, then by selecting the “Print” icon will
physical print out the report and choosing the “Save” icon will allow the user to store the
report into file format. To cancel this operation, just press the “Close” button.

___I Time Zone Database Report [_ 8] x]
@eE@ x> " |58 HE| o
= A Smart Guard CS Client
CASTLE
TimeZohe Database Report
Cass Technology Date 2/2/99 10:47:56 AM
Page # 1
Time Zone Description Time Set Description
g No fccess Mlthe Daye SUM 00 Mo Access Whole Day FRI 00 Mo AccessYWholeDay
ROK 00 Mo Acress Whole Day ST 00 Mo focess Whaole Day
TUE 00 Mo Access Whole Day HL1 00 Mo Access Whole Day
WED 00 Mo Access Whole Day HLZ 00 Mo Access Whole Day
THU 00 Mo Access Whole Day
o1 Free Ml Days SUM o1 Free Access'Whole Day  FRI O Free Access YWhole Day
MON 0 Free Access Whole Day  S2T 01 Free Access Whole Day
TUE o1 Free Access'Whole Day  HL1 ™ Free Access Whole Day =
WED ™ Free AccessWhole Day  HL2 01 Free AccessVWhole Day
THUO ™ Free Access Whole Day
o2 TimeZoneDesc SUM 00 Mo Access Whole Day FRI 02 timeset2
MO 02 time set 2 SAT 00 mMo Access Whole Day
TUE 02 time set 2 HL1 00 Mo Access Whole Day
WED 02 time set 2 HLZ2 00 Mo AccessVwhaole Day
THU 02 time set 2
99 TimeZoneDesc SUM 00 Mo Access Whole Day FRI 02 timeset2
MON 99 time set 99 SAT 00 Mo AccessWWhole Day
TUE 99 time set 99 HL1 00 Mo Access Whole Day
WED 02 time set 2 HLZ 00 Mo Access Whole Day
THU 02 time set 2
=
| |Page1 of 1
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7.3.1.3 Report Menu : Software Data->Holiday | and 11

This function will allow the user to print the holiday settings. The SMARTGUARD CS Client
software will generate the holiday report into the preview form, where it allows the user to
browse it. If he/she has satisfy with the report, then by selecting the “Print” icon will physical
print out the report and choosing the “Save” icon will allow the user to store the report into
file format. To cancel this operation, just press the “Close” button.

___I Holiday | Report WEE
|E|| H o4 > ¥ |§§|Ecﬁ;| Close |
=
CASTLE Smart Guard CS Client
Holiday | Database Report
Cass Technology Date 2/2/99 10:48:48 AM
Page # 1

Holiday Date Holiday Description

o1/ Mesy Year Day

01402 ‘Wilayah Day

01/04 April Fools

31008 Mational Day

24012 Boxing Day

25012 Christm as

aosaa

00s00 f

aosaa

oos00

aosaa

aosaa

aosaa

aosaa

00s00

aosaa

aosaa

aosaa

aosaa

00400 i
| |Page1 of 1
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7.3.1.4 Report Menu: Software Data->Department

This function will allow the user to print the department settings. The SMARTGUARD CS
Client software will generate the department report into the preview form, where it allows the
user to browse it. If he/she has satisfy with report, then by selecting the “Print” icon will
physical print out the report and choosing the “Save” icon will allow the user to store the
report into file format. To cancel this operation, just press the “Close” button.

___IDepallmenl Database Report HEE
BEBE K1 | EG HE | o

Smart Guard CS Client

Department Database Report
Cass Technology Date 2/2/99 10:49:21 AM
Page # 1
Hame Description
AC Accourt
EDP EDP
Mkt M ark eting
Pr Purchaze
sL Sales

| |F'age1 of 1
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7.3.1.5 Report Menu: Software Data->Job Title

This function will allow the user to print the job title settings. The SMARTGUARD CS Client
software will generate the job title report into the preview form, where it allows the user to
browse it. If he/she has satisfy with the report, then by selecting the “Print” icon will
physical print out the report and choosing the “Save” icon will allow the user to store the
report into file format. To cancel this operation, just press the “Close” button.

__j.loh Database Report [_ 8] x]
BE® W 1|58 HE| gos

|»

Smart Guard C5S Client
Job Database Report

Cass Technelogy Date 2/2/99 10:51:02 AM
Page # 1
Tag Hame Description
SManager Senior Manager
ck Clerk
jok junior clerk
mdl managing dirsctor
[ program mer
&Y suppott

| |F‘age 1af1
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7.3.1.6 Report Menu: Software Data->Floor Zone

This function will allow the user to print the door accessibility settings. The SMARTGUARD CS
Client software will generate the door accessibility report into the preview form, where it
allows the user to browse it. If he/she has satisfy with the report, then by selecting the
“Print” icon will physical print out the report and choosing the “Save” icon will allow the
user to store the report into file format. To cancel this operation, just press the “Close”
button.

[Floor Zone Report M= E
BEE W« 1 | FS| HE o

| v

Smart Guard CS Client
Floor Zone Report

Cass Technology Date 7/11/03 4:27:.00 PM
Page # 1
Floor Zone Description Interval #1 Interval #2  Interval #3  Interval #1 Interval #% Interval 6
oo Mo Access 00 to 00 00 to 00 00 to 00 00to 00 00to 00 00ta 00
ol Free Access 00to 99 00to 00 00to 00 00tc 0O 00to 00 00 ta 00

Total Record(s): 2

End Of Report

0% |Page
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7.3.1.7 Report Menu: Software Data->Floor Accessibility

This function will allow the user to print the floor accessibility settings. The SMARTGUARD CS
Client software will generate the floor accessibility report into the preview form, where it
allows the user to browse it. If he/she has satisfy with the report, then by selecting the
“Print” icon will physical print out the report and choosing the “Save” icon will allow the
user to store the report into file format. To cancel this operation, just press the “Close”
button.

‘JFluul Zone Report _[a]x]
BEE W N | ES | HE gl

Smart Guard CS Client
Floor Zone Report

Cass Technology Date 7/11/03 4:26:10 PM

Page # 1
Floor Zone Description Interval #1  Interval # Interval #3 Interval #1 Interval #5 Interval #%6
an Mo Access 00t 00 00to 00 00to 00 00to OO 00to 00 00 ta 00
o1 Free Access 00to 89 00to 00 O0to 00 00 to 00 00 to 00 00 to 00

Total Record(s) : 2

End Of Report

0% |Page
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7.3.1.8 Report Menu: Software Data->Door Accessibility

This function will allow the user to print the door accessibility settings. The SMARTGUARD CS
Client software will generate the door accessibility report into the preview form, where it
allows the user to browse it. If he/she has satisfy with the report, then by selecting the
“Print” icon will physical print out the report and choosing the “Save” icon will allow the
user to store the report into file format. To cancel this operation, just press the “Close”
button.

___IDool Accessibility Report MEE
BEBE K1 ES HE | go]
-
Smart Guard CS Client
Door Accessibility Setting Report
Cass Technology Date 2/2/99 10:54:03 AM
Page # 1
Access Level Mo Access Lewel Name  Door Name Bus Mo Controller Addr  Door Mo Time Zone
oo Mo Access
dr1 u] u} u} oo
drz u] u} 1 oo
dr2 u] 1 u} oo
o1 Free fAccess
dr1 0 ] ] o1 |
drz 0 ] 1 o1
ar3 0 1 ] o1
oz Door Acc 2
dr1 u] u} u} =]
drz u] u} 1 oz
dr2 u] 1 u} =]
=] Door Acc 0
dr1 u] u} u} oo
drz 0 ] 1 o
a3 0 1 ] o LI

| |F'age1 of 1
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7.3.1.9 Report Menu: Software Data->Card User

The SMARTGUARD CS Client software will allow the user to list the cardholder information
into the preview form. The user can generate the report by several type of filtering, e.g. by
card number range, cardholder name range, department grouping, job title grouping, door
accessibility and expiry date grouping. Beside the report filtering setting, the user cans also
set-up the reports printing sort order. These report function can support various type of
sorting order, such as by card number, name, job title, door accessibility, expire date,
department and card no, department and staff no and department and card user name. The
user is required to select one of the above sort key orders to produce a cardholder list.

To begin the report printing, select the “Prepare Report” button, and then the cardholder
information will be displayed. Once the user had confirmed the data, he/she can select the
“Preview” button to convert the display data into the informative cardholder report.

x
[coto [suiCose _ [Neme bt [iobTie [snit__|
| |

I Auta Hide
Start D ate 2 Wehicle Mo Wehicle Mo IC Mumnber IC Mumber

EncbleFlao | Floor ccess | IR Date Of Bith | EiNIIEGH

DgorAccessl F_IoorAc:c:essl §0rtDrder| 1}{ Find Eardl Export | Add | Hodify | Delete | BRefresh | j'LQIose |

The SMARTGUARD CS Client software will generate the cardholder report into the preview
form, where it allows the user to browse it. If he/she has satisfy with the report, then by
selecting the “Print” icon will physical print out the report and choosing the “Save” icon will
allow the user to store the report into file format. To cancel this operation, just press the
“Close” button.
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___I[:ald Holder D atabase Report
|E|| H o4 > ¥ |§§|Ecﬁ;| Close |

[_[5]x]

Smart Guard CS Client
Card Holder Database Report
Cass Techneology

Card Mo St Mo 2= Mamne
oS o Leong
T2 mei 0 ong

457465 HE9 Janet

S21<F5  FoEG Jeszica Chang
209099 HO0S Danny Ho

valid
Fam

19920112
QT2
1951102
1QEE1115
1900z

walid
To

.ty ey

20201253
2029402119
0210305
202918

Depart
=2
=
AT

sL

sL

Date 2/2/99 10:56:32 AM

Page # 1
Job Title Door Acc  Aoor Acc
Shanager o o
=p oz o1
Shanager o m
md o1 oo
o1

sp

o1

|»

71% |Page 1 of 1
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7.3.1.10 Report Menu: Software Data->Controller

This function will allow the user to print the controller settings. The SMARTGUARD CS Client
software will generate the controller report into the preview form, where it allows the user to
browse it. If he/she has satisfy with the report, then by selecting the “Print” icon will
physical print out the report and choosing the “Save” icon will allow the user to store the
report into file format. To cancel this operation, just press the “Close” button.

___1 Controller Databasze Report MEE

BE@E W« 58| HE| o]

Smart Guard CS Client
Controller Database Report

Cass Technology Date 2/2/99 10:59:58 AM
Page # 1
Tag Hame Description BusHo Unit Ho Model Site Code
ctrl 1 controller 1 o Castle 25 Mone
ot 2 controller 2 1 2 Castle 4T None
ctl 3 controller 3 1 15 CT3000 Mone
ctl 4 controller 4 1 7 Castle 25 Mone

| 442 [Page 1 of 1
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7.3.1.11 Report Menu: Software Data->Individual Door Setting

This function will allow the user to print the door settings. The SMARTGUARD CS Client
software will generate the door report into the preview form, where it allows the user to
browse it. If he/she has satisfy with the report, then by selecting the “Print” icon will
physical print out the report and choosing the “Save” icon will allow the user to store the
report into file format. To cancel this operation, just press the “Close” button.

‘_IDDDI Database Report | _ =] x|
BEE W 1 ES HE | Do

|»

Smart Guard CS Client

Door Database Report
Cass Technology

Date 2/2/99 11:00:44 AM

Tag Hame dr1
Description daar 1
BusHo o
Unit Ho a
Door Ho o

In Location Code o1

Qut Location Code oz
Lock Release Time 10

Door Open Time 15

ALR Tz g

Card + Pin Tz uli}

Pin Mode o
Card + Pin Mode on _
Use Common Pin es
Local Pin 1 oooa
Local Pin 1Tz uli}
Local Pin 2 oooo
Local Pin 2Tz ul}
Emergency Mode AutoPin
Emergency Pin 1234
Master Pin 123456
Security an

Tag Hame dr2
Description doar2
BusHo 1]

Unit Ho o

Door Ho 1

In Location Code Jula]

Qut Location Code uli} ﬂ
1 nelr Dalaaca Tima an

| 33 |[Pagetof 2
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7.3.1.12 Report Menu : Software Data->Global Door Setting

This function will allow the user to print the global door settings. The SMARTGUARD CS Client
software will generate the global door report into the preview form, where it allows the user
to browse it. If he/she has satisfy with the report, then by selecting the “Print” icon will
physical print out the report and choosing the “Save” icon will allow the user to store the
report into file format. To cancel this operation, just press the “Close” button.

_‘_Iﬁlohal Door Setting Report MmEE
BEB W« 1 |58 HE | cos]
-
Smart Guard C5 Client
Global Door Setting Report
Cass Techn°|°w Date 2/2/99 11:02:46 AM
Lock Out Of Page # 1
Check Expiny on
Anti Passback on
Facility Code ooag
Auto Pin1 2356 Auto Pin1 Tz 99
Auto Pin 2 TG854 Auto Pin 2 Tz oz
Auto Pin 3 2457 Auto Pin 3 Tz an
Auto Pin 4 4775 Auto Pin 4 Tz m
Auto Pin 5 4477 Auto Pin 5 Tz 99
Auto Pin & 9953 Auto Pin 6 Tz 0z
Auto Pin 7 7745 Auto Pin 7 Tz 0z
Auto Pin 8 aoag Auto Pin 8 Tz an o
Auto Pin 9 ooag Auto Pin 9 Tz an
Auto Pin 10 oooo Auto Pin 10 Tz oo

| |F'age1 of 1
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7.3.1.13 Report Menu : Software Data->Leave Type

This function will allow the user to print the leave type. The SMARTGUARD CS Client software
will generate the leave type report into the preview form, where it allows the user to browse
it. If he/she has satisfy with the report, then by selecting the “Print” icon will physical print
out the report and choosing the “Save” icon will allow the user to store the report into file
format. To cancel this operation, just press the “Close” button.

‘Jl:ontlullel Database Report == E

BE@E K« 1 | ES|HE Qo

Smart Guard €S Client
Leave Type Report

Cass Technology Date 7/11/03 4:31.08 PM

Page # 1
Tag Name Description
Goverment
MC Medical Leave
Persanal Persanal Leave

Total Record(s) : 3

End Of Report

=
|Page 1 af 1
st | A & =36 || B SmanGuer 05 Server [ SmartGuardCs Ci.. | (ByEsploing- SGC5 v | B]SGCS 3611 User M. | Efuniided - Faint -
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7.3.1.14 Report Menu : Software Data->Leave Transaction

This function will allow the user to print the leave transaction. The SMARTGUARD CS Client
software will generate the leave transaction report into the preview form, where it allows the
user to browse it. If he/she has satisfy with the report, then by selecting the “Print” icon will
physical print out the report and choosing the “Save” icon will allow the user to store the
report into file format. To cancel this operation, just press the “Close” button.

.JLeave D atabase Report [_ =] =]
eE® > 55 HF| oo
B =
CASTLE. Smart Guard Pro
Leave Database Report
Cass Technology Date 2/2/99 11:04:53 AM
Fage # 1
Count Date Card # Hame Dept Job Type Paid  Full Day
1 1999/04/20 000006 Leong EDP S anager SK UnPaid Full Day
2 19981108 313548 wong EDF 30 Etd UnPaid  Full Day
3 19990202 521475 Jessica Chang SL md AL P aid Full Day
4 199904014 999999 Danny Ho sL 0 sl UnPaid  HalfDay
=l
| |F‘age1 of 1
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7.3.1.15 Report Menu : Software Data->Working Hours

This function will allow the user to print the Working Hours. The SMARTGUARD CS Client
software will generate the Working Hours report into the preview form, where it allows the
user to browse it. If he/she has satisfy with the report, then by selecting the “Print” icon will
physical print out the report and choosing the “Save” icon will allow the user to store the
report into file format. To cancel this operation, just press the “Close” button.

‘JDDDI Database Repoit _[a]x]
BEE W N | ES | HE gl
Smart Guard CS Client
Working Hours Report Date 7/11/03 4:41:51 PM
Cass Technology
Page # 1
Day Start Time End Time Min Work Time
Monday 08:30 17:30 00:00
Tuesday 05:30 17:30 0o.00
Wednesday 05:30 17:30 00:00
Thursday 08:30 17:30 00:00
Friday 08:30 17:30 00:00
Saturday 0o0:00 0o0:00 00:00
Sunday 0o0:00 0o0:00 00:00
Holiday | 0o0:00 0o0:00 00:00
Holiday Il 0o0:00 0o0:00 00:00 [
Out Grace Time (Min) 15
End Of Report
=
U‘ZlPage
st | ) @ =59 G | R SmanGuar 05 Server | SmartGuardCs Ch | (5yEsploing - SGC5 v3.. | B]SGCS 3611 User M. | &Fjuniided - Faint | | COREEE 41 Pm
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7.3.1.16 Report Menu : Software Data->User Door Accessibility

This function will allow the user to print the User Door Accessibility. The SMARTGUARD CS
Client software will generate the User Door Accessibility report into the preview form, where
it allows the user to browse it. If he/she has satisfy with the report, then by selecting the
“Print” icon will physical print out the report and choosing the “Save” icon will allow the
user to store the report into file format. To cancel this operation, just press the “Close”
button.

[F]Print Preview _ 2] x|
BE@E K« 1 | ES|HE Qo

Smart Guard CS Client
List Of Users For Door Accessibility 01 (Free Access)

Cass Technology Date : 711103
Page# 1
Card No Staff No Staff Name Department Job Title Door Acc
970895 0970895 Jeff Sales SE 01
875520 0875520 Jenifer Technical 5 01
323156 0124566 Kee Aun Mk hlk< 01
899665 03325899 Dion Saw EDF Shanager 01

Total Record(s) : 4

End Of Report

|Page 1 af 1
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7.3.1.17 Report Menu : Software Data->Card User Shift List

This function will allow the user to print the card user shift list settings. The SMARTGUARD CS
Client software will generate the time set report into the preview form, where it allow the
user to browse it. If he/she has satisfy with the report, then by selecting the “Print” icon will
physical print out the report and choosing the “Save” icon will allow the user to store the
report into file format. To cancel this operation, just press the “Close” button.

= NN R A == = = |

Smart Guard CS Client
Card User Shift Report
Cass Technology

Date : 6i7/2004

Page# 1
Shift Name Card No Staff Name Staff Code Department Job Title
Default 000032 wah 1456 P Shlanager
Def ault 001075 calvin 0045 P Shanager

End Of Report

|Page lofl
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7.3.2 Report Menu: Time Attendance Transaction

7.3.2.1 Report Menu: Time Attendance Transaction - Daily

This function will allow the user to print the Daily time attendance transaction. Before
generated the daily time attendance, user has to select the date of the range that he/she
needed to generate.

(} JView Time

Card Ho

Date
From

I Friday

To
I Friday

M 11,2003 11,2003 7]

July

r—Sort Order
| List By Card No

Card Mo
Fram To

| =
r—Staff Mame:
From To

| =

—Staff Code
Fram To

| =
—Department

| [

—Trangaction Type

¥ Don't Care

[v Don't Care

[v Don't Cars

[V Don't Care

[ First Ir Last Out [4&01) [~ Late Leaver c
[~ Early Comer I InComplete Swipe

[ Early Leaver [ Abzentes/OnlLeave

[~ Late Comer [~ Ower Time =

@ Frepare Heportl Ereview I @ Erpart I x Cancel |

View Order—
& Date/Can
¢ Card Mo/Date

Heport I eﬂefresh | ﬂglose |

User is also able to select the transaction type that he/she needed. With press on the
“Prepare Report” button, the report will be displayed. The SMARTGUARD CS Client software
will generate the daily time attendance transaction report into the preview form, where it
allows the user to browse it. If he/she has satisfy with the report, then by selecting the
“Print” icon will physical print out the report and choosing the “Save” icon will allow the
user to store the report into file format. To cancel this operation, just press the “Close”
button.
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7.3.2.2 Report Menu : Time Attendance Transaction 2 Monthly

This function will allow the user to print the Monthly time attendance transaction. Before
generated the daily time attendance, user has to select the sort order and report type that
he/she needed to generate.

iy L I Monthly Time Attendance Report x|

tonth | Card Mo

—Sort Order
Lizt By Card Mo
Card Mo
Fram To
I j I j v Dan'tCare
r—Staff Mumber
Framn To
I j I j v Dan'tCare
r—Staff Mame
From To
I j I j v Dan'tCare
—Department
I j v Dan'tCare
I tanth Report Type
[ Totalworked Tin | © Lt
I Tatal OT " Analysis

I Morwarking da o 0K | X Cancel

| Heport I eﬁefreshl ﬂglose |

Monthly Attendance Report.

With press on the “OK” button, the report will be displayed. The SMARTGUARD CS Client
software will generate the daily time attendance transaction report into the preview form,
where it allows the user to browse it. If he/she has satisfy with the report, then by selecting
the “Print” icon will physical print out the report and choosing the “Save” icon will allow the
user to store the report into file format. To cancel this operation, just press the “Close”
button.
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7.3.2.3 Report Menu : Time Attendance Transaction 2 Late Comer by Staff

This function will allow the user to print the Late Comer by Staff report. Before generated the
Late Comer by Staff report, user has to select the Date and Staff that he/she needed to
generate.

"]Late Comer by Staff
~Date

Fram To

| Fidey . TR 11.2003 = Fiday . oduy 112003 ¢

—Card Mo & Staff Hame
e =]
o [

|E1 Prepare Report Ereview | x Cancel |

Late Comer by Staff Menu.

With press on the “Prepare Report” button, the report will be displayed. The SMARTGUARD
CS Client software will generate the Late Comer Attendance report into the preview form,
where it allows the user to browse it. If he/she has satisfy with the report, then by selecting
the “Print” icon will physical print out the report and choosing the “Save” icon will allow the
user to store the report into file format. To cancel this operation, just press the “Close”
button.
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7.3.2.4 Report Menu : Time Attendance Transaction 2 Late Comer by Department

This function will allow the user to print the Late Comer by Department report. Before
generated the Late Comer by Department report, user has to select the Date and Staff that
he/she needed to generate.

__INI.II'I'IhEI OFf Late Comer By Department

Date
From
| Fidey . DR 11,2003 =
To
| Friday . Juy 11,2003 =

EI Prepare Repaort Ereview | x Cancel |

Late Comer by Department Menu.

With press on the “Prepare Report” button, the report will be displayed. The SMARTGUARD
CS Client software will generate the Late Comer Attendance report into the preview form,
where it allows the user to browse it. If he/she has satisfy with the report, then by selecting
the “Print” icon will physical print out the report and choosing the “Save” icon will allow the
user to store the report into file format. To cancel this operation, just press the “Close”
button.
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7.3.2.5 Report Menu : Time Attendance Transaction -2 Percentage of Late Comer
by Department

This function will allow the user to calculate and print the Late Comer by Department report.
Before generated the Late Comer by Department report, user has to select the Date and Staff
that he/she needed to generate.

__IF‘ementage Of Late Comer By Departm. ..

—[rate
From
| Fiday . R 11,2003 =]
To
| Fiday . duy 11,2003 =]

EI Frepare Report Ereview | x Cancel |

Percentage of Late Comer by
Department Menu.

With press on the “Prepare Report” button, the report will be displayed. The SMARTGUARD
CS Client software will generate the Late Comer Attendance report into the preview form,
where it allows the user to browse it. If he/she has satisfy with the report, then by selecting
the “Print” icon will physical print out the report and choosing the “Save” icon will allow the
user to store the report into file format. To cancel this operation, just press the “Close” b
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7.3.3 Report Menu: Log Transaction

The SMARTGUARD CS Client software will log all transactions either from CASTLE controller
or generated from SMARTGURAD CS Client software. The logged data can be retrieved to
formulate into informative report. The user can produce such report by choosing this
function.

Select the “Log Transaction”, the below screen will appear.

Tranzaction Log File Lister

~Tranzaction Date Time Filtering

Howr tinute

From

Date I\.u\r"ednesday, July 16, 2003 j Time IEI 3. ID 3.,
Date [wednesday, Jup 16,2003 x| Time [= 2] [ 2

To

—Event Filter
rCard No i Card Holder Mame
-
ITD J I j v Dan't Care
I j v Dan't Care
i Controller
—Job Title I j ¥ Dor't Care
I j [+ Dan't Care
s rDoor Reader
epartment
I j [¥ Don't Care I j ¥ Daon't Care
rTranzaction Tepe o Print Sort Order
Select Tranzaction Type ta Print | [ Dar't Care ILiSl By Date j

@ Frepare Report Eiewiew | x Cancel

If the user would like to do some time filtering, he/she is required to focus on transaction
date time filter groups. In this date time transaction filter group box, there is two setting
which is “From” and “To” fields. Both fields will allow the user to configure the fetched record
time and date range. Besides the time filtering option, the user can also set the printing order
of the data field in other method by selecting the Sort Order list box that is resided at the sort
order group box. Currently, the SMARTGUARD CS Client software is able to support 6
different types of key order,

List By Time

List By Card Number
List By Job Title

List By Department

List By Transaction Type
List By Door Reader

I N

The default setting is List by time order, which means all listed transaction will be sorted
according to the time of the transaction, occurs. To achieve better data grouping, the user
can select the “Event filter” which appear at the top right corner. The user can specify the
starting and ending range of the card number, starting and ending of the cardholder name,
department, job title, controller and door reader. By selecting this event filter, it will instruct
the SMARTGUARD CS Client software to retrieve all the transaction data according to the
above mention fetch condition.
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(7] Transaction Report BEE
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AP E 024 Caste AP A e12124
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The SMARTGUARD CS Client software will allow the user to preview the report before
printing. The user can view and browse the entire report, if he/she has satisfy with the report
then the user can select the “Printer” icon from the preview screen to physical print out the
report. If the user would like to save the report into report file, he can select the file “Save”
icon from the preview screen. The print preview screen also allows the user to configure the
printer configuration. To abort the operation, the user is required to select the “Cancel” or
“Close” button.

“Transaction Log File Lister” has another function that is “Log File Viewer”. The user can
select this button to browse though the transaction file. To operate this function, first the
user needs to press the “Log Viewer” button. The below screen will be displayed. The user is
required to select the date of transaction for viewing. Upon finishing the file selection, just
click on “View” button. The data record from the selected date will be displayed at the
browse screen. The browse screen will allow the user to view through the records. To close
this operation, please press on “Close” button.

After select all the filter, the user has to press on the “Prepared Report” button. The system
will prepare the report. By press on the “Preview” button, the report will be generated.
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7.4 Download Menu

Under the download menu, the user can perform direct operations on CASTLE controller. The
below functions are available for the user to perform.

Reload Settings to Controller
Update Card List in Controller
Security On

Security Off

Pulse Door Open

:}' || Download

Beload Settings to Contraller
Update Card Lizt in Controller
Securty On

Security OIff

Pulze Dioor Open

As mentioned earlier, the down load operation must carry out with extra caution, this is due
to the down loaded data will overwrite the existing CASTLE setting. Especially, the “Security
Off” command, it will permanently unlock the door.
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7.4.1 Download Menu: Reload Settings to Controller

All the system setting that has defined earlier in the previous section are to be sending to the
CASTLE controller. The below screen layout will be shown upon selecting Reload Settings
command.

The Reload Settings to Controller screen is consists of 3 list box. The top list box is the
various type of setting to be sent to the controller. The left list box is the source destination
(“Existing Controller List™) of the controller list and the right list box is the target destination
(“Controller to be sent to”) of the controller list.

To download controller setting, first the user is required to highlight the controller name from
the source destination which will be send and click “>" to transfer the selected item to the
target destination. Second he/she should select the type of setting to be sent to the
controller. (Individual Door Setting, Global Door Setting, Card User List, Time Zone List, Time
Set List, Door Accessibility and Holiday List). Once the user confirmed on the download
selection and target destination, the user can press “Send” command to execute it. If the
user would like to undo the target controller then he/she should highlight the correct item
from the target destination by clicking “<” to reposition the selected item back to the source
destination.

Besides that, the “<<” and “>>" buttons is for transferring all items.

__1 Download Settings

|'S elect Settings to send

Ewizting Controller List Controller to be zent to;

Contl
Cont2

iy

L L

o Send X Cancel
| |

Download Setting to Controller
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7.4.2 Download Menu: Update Card List to Controller

This function will allow user to control the card operation of CASTLE controller. The “Update
Card List to Controller” screen is consists of 3 list box. The top list box is the various type of
card operation to be sent to the controller. The left list box is the source destination
(“Existing Controller List”) of the controller list and the right list box is the target destination
(“Controller to be sent to”) of the controller list.

To perform a download card operation, the user is required to highlight the controller name
from the source destination that he/she would like to sent and click “>" to transfer the
selected item to the target destination, then he/she should select the type of operation to be
performed. (Install Card, Delete Card, Pin No, Card Expiry Status, and Door Accessibility).

If the user would like to undo the target controller, he/she should highlight the item from the
target destination by clicking “<” to reposition the selected item back to the source
destination. Besides that, the “<<” and “>>" buttons is for transferring all items in between
the source destination and target destination.

One last thing the users need to do is select the card ranges for the selected controller. For
all cards, please click the All Cards check box. For selected range, the user is required to
specify “From Card #” for starting range and “To Card #” for ending range. Once, the user is
confirmed on the selection and target destination, the user can press the “Send” command to
execute it.

_JUpdate Card Info E

Select Card Setting

From Cardft  |000000 Select Card ..
ToCardtf 000000 Select Card ..
[~ AlCards
Exisiting Controller Lisi Controller to be Sent to:
Cantl

Caont2

=

e

Sl [ E

& Send x Cancel
| xom| |

Update Card User Setting
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7.4.3 Download Menu: Security Off

In normal occasion, all CASTLE doors is default to security on. When security on, the user is
required to use an access card to swipe at the door reader for granting a door access, but in
some cases, we need to free the door all the time. To carry out this operation, the user can
select security off function, when this function being toggled the security of this door will
permanently turn off. The door will always be released. Neither a door duress alarm nor a
door force open alarm will be generated.

_‘_1 Select Door il x|
Diaar Mame Dezcriptian Bus Ma| Cantraller Unit Mo |Door Ha ﬂ
[ 4 e, Room Account U 2
tain Dr Main Door n n 1]
Tech. Room  Technical Support 1] 1] 1
[ Select &l Doars o OK X Cancel |

The next page screen layout will be shown upon selecting Security off option. The installed
door listing will be displayed. To security off a door, just move the mouse pointer to the
desire door and click “OK” button to send the command to CASTLE controller. To abort the
entire operation, please select the “Cancel” button.

7.4.4 Download Menu : Security On

This function is to turn on the security feature. Turning on the Security mode will cause the
door back to lock status. By default all the doors are set to security mode on. This function
will only be used to turn on a security mode that formally being turn off. The screen display
of security on and user operation for this option is same with the above option (Security off).
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7.4.5 Download Menu: Pulse Door Open

This function will allows the user to perform a remote door release operation at the PC level
instead of doing it at the CASTLE controller door readers. The user can select the targeted
door from the displayed door list by highlighting the desire record and then follow by “Ok”
button to execute it.

If a door is being released but never open and after the door release time is expired, it will be
automated lock back by the CASTLE controller. It seems that the pulse door open function is
similar with the security off function. Basically, both of this command is look a like, the major
different is the pulse door release will lock the door after the expiry of the door release time
but the security off will never lock, unless a security on command being issued.

___1 Select Door

Doar Mame D ezcription

" 0K X Cancel |
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7.5 Tools Menu

Under this section, the SMARTGUARD CS Client software will provides some useful utilities for
e.g. changing the user password and change pin. The complete list of utilities include:

e Change Password
e Log Out
e Change Pin

i '|| T onls
Change Pazsword

et Log Out
Change Fin

7.5.1 Tools Data Menu: Change Password

The current log on user can change their password setting by selecting this command. Before
any changes the user would like to make, the user must input their log on password to get
access to the password entry screen. If the input password is verified successful then the
SMARTGUARD CS Client software will prompt the user for the new password entry to change
the password. The user must key in the password carefully, after that he/she is required to re
input the new entered password to perform the password verification. The SMARTGUARD CS
Client software will only change the current password to the new one if the verification
completed successful.

Change Pazzword

Current Pazsword

x Cancel |

Insert your current password first.
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7.5.2 Tools Data Menu : Log Out

This function allows the current user to log out from the application without quitting the
system. By doing it, the subsequent user can log in to the system with their user ID and
password.

Before, the user can log out from SMARTGUARD CS Client software, he/she must input the
current log on password. If the password entry is valid, the below screen appear or else the
software will notify the user with “Wrong password” message and resume the process with
the current log on user ID setting.

SmartGuard - LOGIN

—System Uszer Record

zer D Im

Pazsword I

Server ILu:u:aIH ozt j

%Ennnectiun Ok X Cancel |

7.5.3 Tools Data Menu: Change Pin

This is a very important function because it will enable the user to configure and set the 4
digits secret pin number of the cardholder (pin mode or card + pin mode). In order to
execute this function, the current log on user must have the Change Pin setting on during the
System user entry.

If the current log on user is being configured to set this setting, he/she will see the below
screen display. The user must select the desire record from the card list and then press
“Select Card” button to set the cardholder new pin humber.

B
B

a ) Jaret
K _] Change Pin
Card Mo |1 2h4a7

M ame IJanet

Pin Na |M
0K

‘ Select thiz Card x Cancel |

Select which card to change their PIN number
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7.6 About Menu

This function will allow the user to view the current executed SMARTGUARD CS Client
software release version. This information is important for the user for future software
upgrading.

about 5
SmartGuard CS$ Client CASTLE K

Total Securty Solution

v5.6.3.0 (28.04.2004) Built : 0404281515
Castle Card Access Systemn Management Software

All Rights Resenved (¢ 2001 Cass Technology Sdn Bhd

Homepage :

B COMLITYy

7.7 Exit Menu
This function will allow the user to shutdown the SMARTGUARD CS Client software and return
to the MS Window environment.

A confirmation screen will be displayed to get the user decision on quitting the software, if
the user decide to quit, then he/she is required to key in the current log on password.

Cuit SmartGuard now'’?
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7.8 On-line Display Screen

As we mentioned at the earlier chapter, SMARTGUARD CS Client software is a host of all
CASTLE controller which monitor all CASTLE controller that is attached at the door access
network. It also manages all card operation and door settings of all doors.

If the user let the SMARTGUARD CS Client software running and on-line around the clock
then it will be able to guard, monitor and report all operational events that occur at the
CASTLE controller. On the other hand, if the user decides not to on-line the system every
time, the CASTLE controller will buffer the transaction at their internal memory. By the time
the SMARTGUARD CS Client software re-connect with the door access networks again, all
pending transaction will be retrieved.

From time to time, the SMARTGUARD CS Client software will poll the CASTLE controller for
the latest transaction. By doing so this software is able to keep track the status of the
controller and get the latest information that involved at the door.

The SMARTGUARD CS Client software provides 6 different type of on-line screen, which the
user can choose, for display, and each display screen will show different type of operation
status.

Basically, there are 6 different types of on-line display screen,

Latest all event list
Latest all alarm list
Floor plan display
Door list display
Controller list
Command Feedback
Command Exception

The default displayed screen will be “Latest all event list”. The user can change to other on-
line display screen by clicking the tab menu bar. Beside that, if the user has configured the
software setting to switch on the on-line floor plan, then the floor plan on-line display screen
will be brought to fore ground in case alarm transaction happened.

7.8.1 Latest All Event List

This on-line screen is designed to display all transactions occur at the SMARTGUARD CS
Client software. The user can identify the listed transaction event by referring to the
description for the detail information. A time stamp on the transaction will explain the exact
timing of the incident. The oldest transaction will always listed at the top of the list and the
new coming transaction will be appended. Beside the incoming transaction from CASTLE
controller, it also records all operation command that is executed by the current log on user.
This feature will allow the system admin to keep track on system user daily operation.

7.8.2 Latest All Alarm List

The display screen wills only display alarm events occur at the CASTLE controller. Apparently
the SMARTGUARD CS Client software is only supporting three types of alarm transactions,
which are Controller down, Door force open and Duress alarm. Whenever the SMARTGUARD
CS Client software received these three events the software will play an Alarm beeping and
log the received event into this screen. The user is required to investigate the happened
events, once the reason of the alarm transaction has been identify, the user is required to
acknowledge the alarm transaction. The alarm beeping will continue to sound as long as the
alarm is in the alarm display screen, To reset the beeping sound, the user must press F8 to
acknowledge. An acknowledged alarm will be removed from this screen and alarm
acknowledgement transaction will be logged.
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7.8.3 Floor Plan Display

This is a graphical map display screen, it contained with floor plan setting which has defined
at the Floor Plan editing earlier. By default, the first record in the floor plan database will be
showed; the user can always switch to different plan by pressing the record control at the top
of the screen. As you see the floor plan will display the door object at the user defined
location. In case any door alarm transaction occurs, the SMARTGUARD CS Client software will
change the color attribute of the door object.

If the software setting has set the floor plan on-line, an activation of alarm will trigger the
associated floor plan to be showed automatically. The user can identify the details alarm
transaction by reading the “Latest Alarm Event List”. Once the user has confirms on the alarm
transaction, he/she should acknowledge the displayed alarm by press F8 command.

Besides the display the alarm information, the floor plan screen also provides a short cut link
for the user to execute a door commands. It can be done by double click on the selected
door object. A door related operation screen will be displayed and wait for the user to select
a command. The user can perform a security on, security off and pulse door open command.
Even the door setting function can also be done via this pop up screen.
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7.8.4 Door List Display

The door display screen is similar with the floor plan display screen, it show status of the
door. The major different is that the “Door List Display” show data in the normal form instead
of graphical form. The “Floor Plan Display” will only displayed the door items that is being
defined during the floor plan editing, on the other hand, the “Door List Display” screen will
displayed all installed door status. The user can also execute the doors related command by
moving the highlight bar at the desire door record and then double click at the selected
record. A command action pop up screen will be displayed and waiting for user action. . The
user can perform a security on, security off and pulse door open command. Even the door
setting function can also be done via this pop up screen.

7.8.5 Controller List

The controller on-line display list will reflect the status of the CASTLE controller. If there is a
communication error in between the SMARTGUARD CS Client software PC with a CASTLE
controller or hardware trouble at the controller, a controller down alarm will be generated by
the SMARTGUARD CS Client software and the controller heath status will be change from
“Up” to “Down”. In such situation, the user must check the actual problem happened and
then acknowledge the controller down alarm. If the communication in between the host and
controller has resume then the controller status will be updated from “Down” to “Up” again.
Total of 16 controller items will be showed, the “Installed” field will indicate whether a
controller currently is being used or not?

7.8.6 Command Feedback

This Command Feedback on-line screen will show all the command feedback when the Client
Site send data or downloaded operation occurs.

From this command feedback screen, user can knows the results of the transmission.

If the transmission is success, success to send will be displayed and the wording is in green
color, or else failed to send will be displayed and the wording is in red color.
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Appendix A (Procedure of create Own Company Logo)

System =» Software Setting

The size of the company logo must be Weight x Height: 75 x 75.
In order to create the logo, the user must have to follow the rules below.

1) Create the company logo.

2) Then, the user require to turn “Yes” on the “ Use Own Logo” option (Software Setting)
3) Select the logo from the folder which the logo located.

4) The logo will appear as the screen below.

] Software Setting
FC &larm Type Marmal [Beeper Setting for Server Maching]
Floor Flan Online Mo

Company M ame |Eass Technology

Idzer Define 1

Ilzer Define 2 |
Ilzer Define 3 |
|
|

Izer Define 4

Ilze Own Logo | ez

Refrezh Logo | Refrezh

Software Setting Form
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After all the above instructions was done. User may able to view their logo in the report just
like the following example:

u Card Holder Database Report HEER
Blafm «| ||| &le Qe
-
- TimeReports Offic e E dition
f"
Card Holder DatabaseR eport
Date 1/26A3 12:12:29 FM
Card Mo Suaff o BRIt Domry  JobTiwe Shit [OMe  OT  Vahick Mo Nmionality LEBF Ly
wOE (o0t Loang Chaiivsi 13 SE Dofaul 12550055 Ve wonZii Welsin 20
00006 APETAT Sam¥an ang T SE Doaul @aS210 Ho  wher?l  Shppaanad GO
il san Lim s o @6 TOTTOTT Mo won@d hdonssan OB G0
M Gl Twaa Titvae e 2E B8 GPTSaS Var Fraan  MebeEn S0 20
NI O Cak Sl Hame =13 Sbmger Doaul DM Yau oo oo
Page# 1 j

Reports with own Company Logo.

Page 1of 1
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Appendix B (Refresh Button)

It is strongly recommended all the Clients press the “Refresh” button often when he/she
needed to add or view the latest data. The reason is another client might have add some new
data into the system, and by pressing the Refresh button it will gather all the data, therefore
it is strongly recommended to press the refresh button.
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